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Executive	summary 

The present document describes the deployment of Field level components 
selected and included in the implementation perspective of the BEinCPPS 
architecture, and corresponds to the second iteration of these deployments, 
introducing the assets not deployed previously, and updating where possible the assets 
shown in the first release of this document [1]. 

WP2.4 “Smart Systems Platforms federation” describes the modules and 
components available for these real world deployments, and this WP3 task provides 
the support and information for general deployment of such components in real use 
cases only focusing on real world components and the implementation and technical 
perspective. The technical perspective of the BEinCPPS architecture introduces which 
solutions are chosen in order to connect with digital world/factory level through the 
selection of compatible APIs, or communication protocols that are interoperable with 
digital world components. 

 In WP4 to WP8, champions deploy one or various components based in the here 
described WP3 deployments to build their use cases and fulfill their requirements, by 
applying specific configurations for each use (which is out of the scope of WP3). 

The deployments described in following sections will show field level BEinCPPS 
components such as Wireless communication for CPPS, TSN enabled 4DIAC RTE, 
embedded context event processor (µCEP) for local loop control, and the CPS-ization 
of legacy equipment through the use of embedded systems and software libraries that 
provide smart features to floor plant devices. 
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1 Introduction	
The scope of the real world deployment, belonging to task 1 of WP3, comprises 

the set up and utilization in real application of the selected Smart Systems platform 
identified in WP2.  

The selection of the required/preferred components and technologies is performed 
on per-site basis, which takes into consideration the different use cases targeted by 
each DIH.  

Any deployment planned in the scope of real world is understood as the physical 
level, where machines interact with the environment, with other machines on the 
same floor-plant and lastly with other digital systems located on Digital domain, 
(which are out of the scope of this task). Examples of Real world are machines on the 
floor-plant that receive orders or configuration parameters, sensors and actuators 
providing information to other machines or systems, and even HMIs (human-machine 
interfaces) of different sorts (screens, keypads, etc.).  

Hence, this domain presents characteristic requirements for component 
deployment. Being the interface with physical world and other elements (machines, 
humans…), hardware elements such as embedded systems, sensors, and network 
interfaces are needed in order to support these demonstrators. The aim of the selected 
components is to transform, adapt or update the infrastructure present in the 
ecosystem scenario of choice to provide enhanced features and interoperability to the 
correspondent real world part of the use case. Specific configurations and 
developments to adjust the real world components to match special requirements of a 
given ecosystem are part of their specific work, therefore the demonstrators and 
developments of the present task in WP3 is to provide meaningful candidate 
technologies and components and the ability to deploy them in any possible scenario. 

The	Real	World	landscape	in	BEinCPPS,	updated.	

In the scope of the Real world domain, the diagram below (figure 1), shows the 
components selected in the project. A generic component addressed as Legacy 
devices comprises all technologies that are available, with the correspondent 
configuration, right off the shelve, such as embedded hardware in the form of PLCs, 
embedded PCs, HMIs, and other IoT devices (sensors, actuators) that may be present 
in the plant floor. Other modules that are being developed in the project that will 
further improve the features available in the Smart System platform are the µCEP, 
which is a portable complex event processor in an embedded hardware that can be 
installed on site for local processing of events, and the 4DIAC Run Time 
Environment, a small portable implementation of an IEC 61499 runtime environment 
targeting small embedded control devices. Also, it is worth mentioning the BEinCPPS 
added value services and applications that are not part of the BEinCPPS platform but 
are expected to play a major role in the exploitation, as seen in Figure  2. In the 
deployments introduced in the rest of the document, Time-Sensitive Network for 
CPPS is used along 4DIAC. 
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The complete description, current state and more technical information on each of 
the components can be found in the corresponding deliverable D2.8 [2] Smart 
Systems Platform Federation, which is an updated and revised version of D2.7 [3]. 

 
Figure  1 Field components perspective diagram 

 
Figure  2 Added Value assets provided out of the scope of the BEinCPPS platform. 
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The deployments included in this document aim to reflect the different perspectives 
described in the latest version of the BEinCPPS architecture, that can be found in 
detail in Deliverable D2.2 [4], in relation to the Field level, and specifically the 
Runtime systems domain: 

- In the Structural Perspective, Field is defined as the scope of the shopfloor and 
its physical processes. Therefore, this task deployments are focused on 
shoopfloor devices and interaction with physical world. 

- The Functional Perspective is composed of Functional Blocks (FB) representing 
generic functionalities. As defined in D2.2, for the field level the included FB 
are: 
o Equipment & Devices: sensors, actuators, PLCs, controller boards, smart 

machines, etc.). 
o CPPS Communication: Systems providing shopfloor-level network 

connectivity services to Equipment & Devices. 
o CPPS Logic: Systems implementing embedded logic for monitoring and 

control of Equipment & Devices. 
- The Technical Perspective identifies technical standards that are supported in 

key Functional Blocks. The most relevant protocols identified for Field level, 
OPC-UA and MQTT, are included in the described deployments in next 
sections. Full perpective can be seen in Figure  3 for reader reference, as it 
autocontains more or less the other first two perspectives. 

- The Implementation Perspective is the link between the BEinCPPS logical 
architecture (the three preceding Perspectives), and its physical implementation. 
This is directly addressed by these deployments tasks. 
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Figure  3 Full BEinCPPS architecture Technical perspective, for reader reference. 

Organization	of	this	document	

The present document represents the common shared background and information 
regarding the WP3 task on real world deployments. After the introduction and 
contextualization on this first section, the rest of the document focus on the details of 
each demonstrator of a real world deployment of field components: Wireless 
Communication for CPPS, TSN-Enabled 4DIAC RTE, then finally the Embedded 
CEP for CPPS. 
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2 Wireless	 Communication	 for	 CPPS:	 WSN	 for	 floor	 plant	
digitalization	and	enhanced	legacy	devices	interoperability.	(ITI)	

There are cases where providing wired infrastructure is complicated or even 
impossible, or some previous experimenting and planning may be needed before 
making a big investment in deployment. It is this scenario that the WSN (Wireless 
Sensor Network) provides the desired features for this tasks. A WSN offers then a less 
expensive and versatile solution for applications with non-critical requirements. Using 
WSN4CPPS allows to deploy wireless nodes easily and ready to operate, locating 
sensors (and actuators provided they are not for critical operations) where they are 
required. A first iteration and demonstrator of the WSN4CPPS was introduced in the 
previous release of this deliverable in month 9, showing wireless sensor network 
deployments interoperating with the deterministic wired TSN, in a temperature 
monitoring application and a wireless virtual walls for safety use case. 

 The evolved provided WSN4CPPS asset includes new developed protocols 
and mechanisms to provide a very robust communication, resilient to harsh 
environments common in industry. The previously featured tools for deterministic 
MAC has been enhanced by including autonomous scheduling algorithms, avoiding 
the need for centralized operation. Smart routing is even smarter, including new link 
quality metrics by combining different parameters. This development enables a fast 
deployment interface in the sensor nodes making them even easier to deploy by 
untrained personnel. New sensor interfaces and drivers are also included. For this 
demonstrator, the selection includes temperature probe, vibration, energy clamp and 
an actuator. 

Data will be extracted from improved sensors present on the WSN nodes (may 
be integrated or externally attached).  

Furthermore, the aim of this demonstrator is to show the interoperability 
and integration of industrial grade legacy devices (PLCs, motors), IoT legacy 
devices and BEinCPPS developed assets (WSN4CPPS), through the use of the 
project’s selected interfaces and APIs. In order to achieve this, the demonstrator 
includes several elements that can interact with each other (when possible, not all 
devices provide meaningful M2M communications), and also can be considered ready 
to interact with the higher layers of the architecture (through the use of the 
aforementioned selected APIs and protocols). These type of devices are very common 
in floor plant and production lines, so this demonstrator serves as proof of concept for 
plant digitization and adaptation to multiple potential use cases.  Figure  4 shows an 
overview of the deployed devices. 

The deployment can be found in ITI’s laboratory facilities due to the size and 
complexity of the full demonstrator. This also allows full control of the environment, 
in order to perform on-site maintenance and operations that require physical access to 
machines. 
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Figure  4 Plant monitoring application overview diagram 

 
The selected components for this demonstrator, as reflected in the plant 

monitoring diagram are: 
• Wireless Communication for CPPS nodes (WSN4CPPS)	

§ WSN4CPPS Gateway	
§ 4 x Nodes, featuring different sensor or actuator interfaces: 

temperature, energy probe, vibration, and relay actuator.	
§ Up to 20 nodes offer connectivity and path redundancy, could 

include sensor interfaces on demand. 	
• Legacy IoT sensors (bluetooth,wifi)	

§ 2 x Texas Intruments Sensor TAG with bluetooth (requires a BT 
receiver). Communication via MQTT (by manufacturer)	

§ 3 x Particle Photon WiFI nodes. Communication via MQTT (own 
developed)	

• Legacy PLCs:  Communication via MQTT (own developed)	
§ 2 x Siemens S7 1500	
§ 2 x Siemens 314C 2PM/DP 	

• PLC controlled Motor	
• HMI for local configuration (Tablet, PC screen)	

The following Figures (Figure  5 to Figure  13) illustrate deployed hardware and 
software elements. 
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Figure  5 Image of part of  deployment: PLC Siemens S7 1500, V2 WSN4CPPS nodes, Texas Instruments BT 

Sensortag, HMI  

 
Figure  6 HMI with  Local WSN4CPPS configuration and monitoring view. 
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Figure  7 HMI with  Local PLC dashboard, with Motor control options. 

 
Figure  8 HMI with IoT legacy sensors and WSN4CPPS (wireless technologies) dashboard 

 
Figure  9 Detail of the HMI in the OPC-UA testing view. 



Deliverable D 3.2 

 

 H2020-EU.2.1.5. Ref 680633 Page 14 of 27  

 
Figure  10 Screenshot of Siemens software Siemens TIA Portal for PLC code development, with MQTT project 

loaded. 

 
Figure  11 Detail of Siemens S7 1500 PLC testing station with Motor control. 

With this setup, PLCs are able to publish and subscribe to IoT legacy devices and the 
WSN4CPPS nodes. PLCs publish a digital and an analogue input on change, 
controlled by potentiometers in the stations. One of the PLCs also controls a stepper 
motor, which can then be managed remotely according, for instance, to data received 
from the sensors. The IoT legacy sensors (both types) expose MQTT publishers and 
subscriber, while from the WSN4CPPS Gateway we obtain a double MQTT/OPCUA 
flow.  
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Figure  12 Detail of Siemens 314C 2PM/DP PLCS (in the back) with the used Motor (front). 

  
Figure  13 IoT legacy devices used in the deployment, Particle Photon (left) and TI SensorTag (centre), and a 

WSN4CPPS node (right).  

Some examples of interactions are: 

- The motor being turned on and off with a remote physical wireless push 
button (Figure  14). 

 
Figure  14 Example of interaction remote Motor ON/OFF 



Deliverable D 3.2 

 

 H2020-EU.2.1.5. Ref 680633 Page 16 of 27  

- A wireless node reacting to the motor speed by turning on/off lights or 
ventilators (Figure  15). 

 
Figure  15 Example of interaction, motor speed is published and WSN4CPPS node actuates over ventilation. 

- The motor reducing speed according to the vibration or power consumption 
sensed by a wireless node (Figure  16).  

 
Figure  16 Example of interaction, motor controlled by the power consumption sensed by WSN4CPPS node. 

These are simple examples to illustrate M2M communication and digitalization of 
floor plant environment, and can get as complex as required by a final use case, 
specially with the integration with the higher layers able to perform smart and big 
data analysis. The output of this analysis can be then translated into the physical 
world through the shown field devices. 

Reproducing the WSN4CPPS part of this deployment can be done by following the 
manuals included in the corresponding Factsheet in Deliverable D2.8. Libraries with 
the development of MQTT for Siemens PLCs is also released for interested parties. 
Software Repository addresses can be found in the aformentioned D2.8 and in the 
reference section of this document [5] [6]. 
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3 TSN	enabled	4DIAC	RTE	(FORTISS	and	TTtech).	
Time-Sensitive Networking (TSN [7]) is a set of IEEE 802 Ethernet sub-standards 

that are defined by the IEEE TSN task group. These standards enable deterministic 
real-time communication over Ethernet.  

Determinism is achieved by using time-synchronization and a generated schedule 
that is shared among the components inside the network. Different traffic queues are 
defined based on time and by the aid of these queues, TSN ensures a bounded 
maximum latency for scheduled traffic through switched networks, resulting in 
guaranteed latency of critically scheduled communication.  

This is also defined as “Guarantee of Service”. Additionally, TSN enables mixed-
critically communication, meaning that critical and non-critical traffic can be 
converged in one network, thereby upholding the concept of “Guarantee of Service”. 
A more detailed description of the TSN component (in combination with real-time 
OPC UA) is provided in deliverable D2.8. 

Eclipse 4DIAC is an open source project providing an environment for 
implementing distributed industrial process measurement and control systems as 
defined in the standard IEC 61499 [8]. Eclipse 4DIAC provides for this two main 
components: first an integrated development environment for developing, deploying, 
and debugging the IEC 61499 control applications, called 4DIAC-ide, and second, a 
real-time capable extension environment for executing the control applications on 
small embedded control devices, called 4DIAC RTE.  

As IEC 61499 targets distributed real-time constrained control applications, 
deterministic real-time capable communication between the control devices, as 
provided by TSN, is a key enabler for industrial adoption of IEC 61499 and 4DIAC. 
As described in deliverable D2.8, 4DIAC RTE has been extended with TSN 
capabilities which can be utilized and configured in the control applications with 
4DIAC-ide. 

The usage of TSN enabled Eclipse 4DIAC RTE is demonstrated on a modular 
industrial demonstrator consisting of Festo modules (as can be seen in Figure  17). 
Two different Festo modules are being integrated in the demonstrator. At the one side, 
there is a conveyor belt which moves small boxes through the demonstrator. At the 
other side, there is a linear axis with a vacuum gripper which picks up the lids of the 
boxes and places them on top of the boxes.  

Additionally, the system consists of three switches that support TSN and two end 
systems (I/O systems, including with a network interface card) that also support TSN. 
The deployment of the system is located at TTTech premises. Furthermore, a 
disturber node is attached to the network (red box Figure  17), which is capable of 
flooding the network with data.  
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Figure  17 Real-life Deterministic Communication Demonstrator 

Figure  18 gives a schematic overview of how the deterministic communication 
network is set up and how the switches and end systems are connected to the 
demonstrator (consisting of the conveyor module and the crane module).  

The disturber is also connected to the network and when activated will flood the 
network with irrelevant data packages.  

The first goal of the demonstrator is to show that the integration of TSN and 
4DIAC RTE has been successful and functions on an industrial demonstrator. 

Figure  18 Deterministic Communication Demonstrator overview 
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An overview of the IEC 61499 control application for the demonstrator can be seen in 
Figure  19. It consists of the main application coordinating three subsystems, shown 
on the top of the figure.  The different colors of the application’s components show 
that they are allocated different control devices. The dashed lines symbolize at this 
level that interaction over the network is required. At the bottom of Figure  19, the 
detailed control application for one pneumatic cylinder, including its I/Os, is shown. 

 

 
Figure  19 Overview of the IEC 61499 control application for the demonstrator 
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Additionally, the feature of “Guarantee of Service” is demonstrated with this 
industrial setup. TSN guarantees delivery of scheduled messages, even when the 
network is being flooded with standard Ethernet messages (which is the 
functionality of the disturber).  

Within the demonstration, the industrial setup first runs normally with a normal 
Ethernet connection. Here sometimes messages are already lost. As soon as the 
network is flooded with irrelevant data packages (created by the disturber), more and 
more messages are delayed and the demonstrator doesn’t function properly anymore 
(e.g. certain steps are skipped or waiting infinitely at certain message, etc.). 

Changing to the TSN network, the messages required for controlling the industrial 
demonstrator are scheduled inside the overall control schedule of the system, thereby 
guaranteeing that these messages will properly arrive when required. When the 
network is now flooded, the normal Ethernet messages produced by the disturber are 
ignored as long as there are scheduled messages to be sent.  

When there are no scheduled messages, the Ethernet messages can be sent over the 
network, but will have no influence on the behavior of the demonstrator. Figure  20 
shows some first test results of applying TSN to the system. 
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Figure  20 Test results for Guarantee of Delivery of messages 

 

4 Embedded	CEP	for	CPPS	(NISSATECH)	
The Embedded Context Event Processor for CPPS (µCEP) is a framework for 

deploying and running Context Event Processing applications in resource-constrained 
devices (like Raspberry pi). It is a very thin application that runs on an embedded 
system packed with an operating system with java virtual machine. The system should 
have network connection for deploying application and sending alarms. 

The main requirement is to get more complex processing of the signals from edge 
devices that enables: 

1. local processing of some signals (e.g. machine: temperature/noise, person: 
heart rate) 

2. reacting on some events via an alarm, like alarming when exceeding the 
threshold value for a signal (simple conditions, incl. trends) 

3. sending some data from edge device to the gateway (e.g. last 15 sec of 
selected signal)  

4. that will be combined with the information collected on gateway (other edge 
devices, sensors from mobile phone, web services) and 

5. processed in predefined complex event patterns and if positive 
6. some information will be returned back to edge device and 
7. some parameters of the local processing on edge device should be changed 

(e.g. the threshold for alarming, used in step 1) 
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The main goal is to enable the user to be timely/properly informed about 
alarm situations. 

Therefore, the task of µCEP is to pre-process events in close proximity to their 
source, avoiding network latency and thus enabling a first level of true real-time 
control. Additionally, this approach protects the privacy of data since the 
manufacturing data will be processed locally. 

The µCEP enables complex processing on the edge of the network, opening the 
possibilities for deploying an Edge Computing infrastructure.  It represents a new 
generation of components, like intelligent edge gateways, which provide the option to 
address computing challenges by performing critical data analytics close to endpoints 
at the edge of the network.  
Based on the requirements, several functionalities are supported by the µCEP: 

- Acts as an intelligent edge gateway that has the processing capacity to perform 
additional analytics in real or near-real time to make data-driven decisions as close to 
the data generation as possible. 
- Performing analytics on these gateways helps reduce network bandwidth cost 
because only meaningful information needs to be sent to the next tier, whether it is 
another gateway, the datacenter, or cloud.  

- Moreover, the µCEP can communicate with the analytics modules placed on server 
side and bring the global context closer to the field, by opening new possibilities for 
dynamic monitoring/processing on the field level. 

The component has been tested in the laboratory environment at Nissatech as a 
part of the development of a remote monitoring system that uses different types of 
edge devices (focus on wearable sensing) in order to support real-time control for the 
personnel monitoring process. The intention is to use the system for real-time control 
of workers on the shop floor, in order to: 

a) Increase the efficiency in the manufacturing tasks operated by humans. 
b) Increase the safety in the shop floor. 

However, we have started testing in our demo environment, by controlling a group 
of people in an office working environment. 

The full architecture (Figure  21) is based on edge-cloud principles that propose 
partial data processing on each device in the system. All components can be split in 
two groups: 

- Cloud infrastructure –This part belongs to Cloud level so it is out of the scope 
of this deliverable, and only introduced to illustrate the complete picture. 

- Edge Processing infrastructure – includes sensors, hub devices, local-
processing workers, real-time monitoring systems, etc. This group of 
components collects the data, processes intermediate results and sends result 
to the cloud infrastructure for further processing. The embedded CEP device 
itself is referenced as Local Node in Figure  21 and following figures. 
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Figure  21 High level full architecture for complete application of the demonstrator 

The following descriptions present the details of the architecture that exploits the 
potential of embedded CEP for remote monitoring (in general case it is related to Fog 
computing). 

There are two possible architectures: 
- synchronous, connecting edge/data sources and data consumers/processing 

directly. 
- asynchronous, connecting data sources and data consumers/processing 

indirectly, through a broker. 
The architecture contains two parts: server side and edge side (Figure  22 and 

Figure  23 General architecture for asynchronous communication). 

 
Figure  22 General architecture for synchronous communication 
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Figure  23 General architecture for asynchronous communication 

The server side included in the figures (shadowed) belongs to digital/cloud level, 
and it is only briefly introduced to illustrate how the local µCEP can learn new 
patterns and configurations thanks to the feedback of upper layer capable of more 
complex tasks.  The server side has three modules for generating and distributing the 
corresponding modules running on the edge side.  

Modules: 
1. Basic model generator module is used for relatively simple, low level models 

that are used for example for generating alarms using threshold values in real-
time or detecting prolonged out-of-thresholds measured parameter values. 

2. Machine learning components allow us to learn from data and generate models 
about system behaviour eliminating the need for thresholds and hard coded 
mathematical models.  
The role of machine learning components on the edge is to perform real-time 
analysis based on the model delivered from the server. The processing is very 
close to the source of events, allowing fast processing without the need to send 
all the data in real-time to the server.  

3. CEP engine provides methods for processing received events to be checked 
against already defined patterns. When events match patterns a new alarm is 
generated. 

In the Edge/field side we have defined two architectures of edge infrastructure 
based on the location where the data is compared to the models i.e. alarms are 
generated: 

1. End-user device centred (mobile phone, tablet, smartwatch) 
2. Local server machine centred (Local Node) 
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Within any of these two possible configurations, models are pulled from server 
side and stored locally (on the end-user device or on the local server machine) for 
real-time detection. 

End-user device centred architecture is shown in the previous picture (Figure  22). 
Local server machine centred architecture is shown in the following picture (Figure  
23).  Note that this architecture also contains a local broker for communication with 
end-user devices. Devices are sending events and receiving alarms generated by local 
server via this broker. 

Figure  23 provides details of the edge processing part from the high level 
architecture (Figure  21) used in tests, in which field level elements are: 

- Local Node – main processing unit 
- Master Application – “remote controller” (in an android device) for the 

components on the local node.  
- Smart watches (edge device) – participants’ data collector. 
- Message Broker – central message-based exchanger which connects all clients 

in internal infrastructure in star topology. 

 
Figure  24 Component diagram for Edge processing part 

With this setup, benchmark results are obtained with various performance tests of 
the CEP-library on android. We tested the following two characteristics in order to 
check the response and load on the Local node: 

a) Number of events 
Test: Process as much events as possible.  
Experiment: we have a stream which is generating random double and sending it 

into engine. CEP is connected with 60sec time window, which is calculating 
minimum, sum, average, maximum, standard deviation and number of events. 
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Window is calculating with all events that have been received in last 60 seconds. 
Number of events generated per seconds was about  1000, 1100. Hardware usage was 
minimal, about 12 – 15 MB of RAM, and 15% of CPU.  

Using two streams on two separate thread to send simulated data in, number of 
events per second has increased to about 1500, RAM consumption has remained 
same, while percentage of CPU has increased to 30%, which means that largest part 
of CPU has been used for generating events. 

b) Complex patterns 
Test: Send events through as much streams and windows.  
Experiment: There are 50 streams. Every stream sends data to next one. There are 

also 50 join operation streams, which joins two consecutive streams into one join 
operation stream. Also, we have 50 length windows, where first windows holds 1 
event, second holds 2 etc. Every join stream sends event to corresponding length 
window. We have three threads which are sending random double into 3 initial 
streams. While this is running, only 10 MB of RAM are used (now each event only 
has one attribute) and about 40% of CPU, again mostly for simulating events.  

5 Conclusion	
This document has described the deployment of a subset of Real World 

components identified in the Smart Systems Platform of work package 2.  
WP4 to 8 ecosystems analyzed the available components, and selected one or few 

of the solutions provided in the scope of the project at this point. The adaptation of the 
components to fulfill champions and use cases requirements poses a challenge for 
next months, also in combination with the effort to detect possibilities of designing 
new use cases of interest where components can be effectively deployed.  

 The foreground components TSN enabled 4DIAC with OPC-UA, and Embedded 
CEP, are newly presented in the second iteration in month 24, while the application of 
the other components has evolved in past months to better adapt to the use case 
requirements, improving support and CPS-ization of more legacy devices, wider 
range of sensor types, and more compatible field level communication architectures 
and protocol stacks. Aspects such as security and safety are introduced, as an aspect 
of utter importance but required for a final demonstrator/production system, but still 
current tests are more focused on feasibility of deployments.  

For the components used in each real world deployment demonstrator, a technical 
description with deployment guides can be found included in this document.  
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