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Executive	summary 

Deliverable D2.6 is the second and final release of the Future Internet (FI) 
Platform prototype. It improves over the first version taking into account deliverable 
D3.7 “Technical evaluation, lessons learned, recommendations”1, released on M18. 

The FI Platform represents the cloud level of a multi-layered, federated system for 
the runtime monitoring and control of Cyber-Physical Production Systems (CPPS). Its 
relationship with the actual physical processes is mediated by the IoT Platform on the 
Factory Level and by the SmartSystems Platform on the Field Level. The two 
standards used by the FI Platform to integrate with the IoT Platform on the factory 
level are NGSI from the Open Mobile Alliance and AMQP from OASIS. 

The FI Platform v2.0 includes all the open source software components of the first 
version – with some changes in naming, driven by exploitation concerns – plus one 
new entry from the FIWARE ecosystem, as detailed below (grouped by functional 
block): 

• Event/Data Processing 
o Dynamic CEP for CPPS (foreground) 
o FIWARE Cosmos (background) 
o FIWARE Cygnus Connector (background) 

• Human-Computer Interaction 
o 3D Visualization Services (foreground) 
o FIWARE Wirecloud (background) 

• Ecosystem Collaboration 
o Asset Registry for CPPS (foreground) 

Foreground components are also extensively documented in a separate Factsheet 
annex, which also gives instructions for downloading the binary distribution and for 
accessing the source code, while background components are simply linked to the 
artefacts provided online by the IPR owners. 

However, the document is focused on new or improved components: neither 
FIWARE Cosmos nor FIWARE Wirecloud are described here, as they are unchanged 
from the first release of the FI Platform.  

On the other hand, this document does describe Value Added Services (VAS) – 
i.e., commercial applications that have been developed in the scope of the BEinCPPS 
project but that, due to their proprietary nature, are not considered as part of the FI 
Platform. These are: 

• i-LiKe Machines CPPS Monitor 
• D2Lab CPPS Analytics 

  

                                                
1  Palasciano C., D3.7 Technical Evaluation and Lessons Learnt, Project BEinCPPS, 2017, 

www.beincpps.eu 
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1 Introduction	

1.1 Scope	and	purpose	of	this	deliverable	

Deliverable D2.6 is the second and final release of the Future Internet Platform 
Federation prototype. As explained in the documentation of the first release, the FI 
Platform is one of the three core platforms around which BEinCPPS regional 
champions are building their pilot CPPS: it is intended as a blueprint for architects 
and a baseline system for software developers and system integrators. To facilitate 
this goal, all components of the FI Platform are open source software. 

This second version of the prototype improves over the first one thanks to lessons 
learned from on-the-field experiments in pilot sites – see deliverable D3.7 “Technical 
evaluation, lessons learned, recommendations”2, released on M18. Like the first, it 
includes background and foreground components of the Cloud dimension and their 
internal integration. 

This document also describes foreground Value Added Services (VAS) – i.e., 
commercial applications that have been developed in the scope of the BEinCPPS 
project but that, due to their proprietary nature, are not considered as part of the FI 
Platform. VAS software is made available by their owners only in SaaS mode. As the 
focus of this deliverable is on the Cloud level of the BEinCPPS architecture, only 
Cloud-based VAS assets are considered here. 

1.2 Organization	of	this	document	

The present document describes the structure of the FI Platform (Architecture 
section) and the features and technology of its individual modules (Components 
section). The former provides the big picture – i.e., how modules are connected, and 
the relationship between the FI and IoT Platforms – while the latter goes into details 
of individual modules, grouped as background and foreground, from both the 
functional and the technical point of view. Foreground components are extensively 
documented in a separate Factsheet annex, which also gives instructions for 
downloading the binary distribution and for accessing the source code, while 
background components are simply linked to the artefacts provided online by the IPR 
owners. Note however that in this document, being an incremental development of a 
previous release, only new or updated software have been considered: for details on 
components not described here, please refer to deliverable D2.53. 

                                                
2  Palasciano C., D3.7 Technical Evaluation and Lessons Learnt, Project BEinCPPS, 2017, 

www.beincpps.eu 
3 Isaja M. et al., D2.5 FI platform federation, Project BEinCPPS, 2016, www.beincpps.eu 
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1.3 Relationship	with	other	deliverables	and	WPs	

The FI Platform is an instantiation of the “implementation perspective” described 
in the BEinCPPS Architecture document – see deliverable D2.2 §4.4. Its deployment 
to operational environments is under the scope of WP3; in particular, of deliverable 
D3.4 “Digital World BEinCPPS Components Deployment” that is being released in 
parallel with the present deliverable. All WP2 and WP3 prototypes released by M24 – 
i.e., D2.4, D2.8, D3.2, D3.6 – will ultimately converge into the final version of the 
BEinCPPS Integrated Platform (deliverable D2.10, M27). 	
2 Platform	Architecture	

As already explained in the first release, the term “Future Internet” comes from the 
FIWARE/FITMAN vision of a cloud-based modular platform for building 
applications and services. Some software components of that platform have been used 
to build the foundation of the BEinCPPS FI Platform that is presented here. On top of 
the baseline system, components have then been extended/augmented in order to meet 
the requirements of pilot applications in BEinCPPS.  

Figure 1 shows how the FI Platform is positioned with respect to the new version 
of the BEinCPPS architecture, as released in deliverable D2.2. The FI Platform 
represents the cloud level of a multi-layered, federated system for the runtime 
monitoring and control of Cyber-Physical Production Systems (CPPS). Its 
relationship with the actual physical processes is mediated by the IoT Platform on the 
Factory Level and by the SmartSystems Platform on the Field Level. In the diagram 
below, as usual, BEinCPPS foreground assets are represented as orange boxes. These 
are Dynamic CEP for CPPS, 3D Visualization Services and Asset Registry for CPPS. 
It should be noted that foreground component  Task orchestration for CPPS, shown in 
Figure 1 at cloud level, is described in deliverable D2.4 IoT Platform Federation. 
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Figure 1 - FI Platform in the context of the BEinCPPS Architecture 

All components of the FI Platform, as is the case for the other federated Platforms 
of the BEinCPPS system, are grouped into functional blocks, each of which is 
addressing one specific – although wide-scoped – CPPS topic (see also Figure 1 
above): 

• Event/Data Processing 
Frameworks and tools for dealing with massive CPPS information flows 
that are available either as live streams (online processing) or as data sets 
(offline/batch processing). This functional block contains the following 
components: 

o Dynamic CEP for CPPS (foreground) 
o FIWARE Cosmos (background) 
o FIWARE Cygnus Connector (background) 

• Human-Computer Interaction 
Frameworks and tools for building the presentation layer of applications 
that interact with the CPPS data, either directly (live data) or through 
storage (historical data). This functional block contains the following 
components: 

o 3D Visualization Services (foreground) 
o FIWARE Wirecloud (background) 

• Ecosystem Collaboration 
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Tools enabling collaborative work of humans and devices in the general 
context of CPPS. This functional block contains the following 
components: 

o Asset Registry for CPPS (foreground) 

The above mentioned functional blocks and components are all connected to the 
factory level of the BEinCPPS system, which acts as an abstraction layer of the 
shopfloor (the field level). The information flow and the communication protocols 
that are used to implement it are  depicted in Figure 2 below. 

 
Figure 2 - Information flow and protocols 

As clearly stated in Figure 2, the two standards used by the FI Platform to integrate 
with the IoT Platform on the factory level are NGSI4 from OMA5 and AMQP6 from 
OASIS7. For a discussion of these protocols, see §4.3 of the BEinCPPS Architecture 
document. 
	

                                                
4Specification available online: http://www.openmobilealliance.org/release/NGSI/V1_0-20120529-

A/OMA-AD-NGSI-V1_0-20120529-A.pdf  
5 http://openmobilealliance.org/  
6 Specification available online: http://docs.oasis-open.org/amqp/core/v1.0/os/amqp-core-complete-

v1.0-os.pdf  
7 https://www.oasis-open.org/  
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3 Components	
In this section we describe the individual components of the FI Platform v2.0 

which are either new or updated with respect to v1.0 – see deliverable D2.5 released 
on M6. Background technology is only briefly introduced, with references to publicly 
available online resources. Unchanged components – notably FIWARE Cosmos and 
FIWARE Wirecloud – are not listed here: please refer to the D2.5 documentation for 
more information on them. 

It is worth noting that, whatever their type and status, all software components of 
the FI Platform are released under an Open Source license. Details on the specific 
license are provided in the per-component sub-sections below. 

3.1 Background	Components	

3.1.1 FIWARE	Cygnus	Connector	

FIWARE Cygnus is a background component from the FIWARE catalogue of 
generic enablers. It implements a persistent history of data published on the FIWARE 
Orion Context Broker (OCB), which is a publish/subscribe middleware lacking such 
functionality. The “connector” term is used to underline the fact that the component 
on the one side acts as a subscriber of OCB topics (“contexts” in FIWARE 
terminology), while on the other sends all received data to some third-party 
persistence engine. Some of the currently supported engines are: 

• The Hadoop/Cosmos distributed file system: HDFS8 
• Relational databases: MySQL9, PostgreSQL10 
• No-SQL databases: MongoDB11, DynamoDB12 
• FIWARE Short Time Historic database: Comet13 
• Stream-oriented queuing system: Kafka14 

In the general framework of the BEinCPPS Platform Federation, Cygnus is part of 
the Event-Data Processing functional block of the FI Platform, while OCB data 
sources belong to the CPPS Middleware functional block of the IoT Platform. The 
concept is that the Cygnus component fills a previously missing link between live 
data, made available at the factory level, and batch processing systems at the cloud 
level – e.g., FIWARE Cosmos. 

The Cygnus software is open source, released by Telefonica ID  under the AGPL 
v315 license, and is accessible here: https://github.com/telefonicaid/fiware-cygnus. 

                                                
8 https://hadoop.apache.org/docs/r1.2.1/hdfs_design.html  
9 https://www.mysql.com/  
10 https://www.mongodb.org/  
11 https://www.mongodb.com/  
12 https://aws.amazon.com/dynamodb/  
13 https://fiware-sth-comet.readthedocs.io/en/latest/  
14 http://kafka.apache.org/  
15 https://www.gnu.org/licenses/agpl-3.0.en.html  
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Comprehensive documentation is also online: http://fiware-iot-
stack.readthedocs.io/en/latest/cygnus/.  

3.2 Foreground	Components	

3.2.1 Dynamic	CEP	for	CPPS	

Dynamic CEP for CPPS (DCEP) evolved from a component of the v1.0 Platform: 
the FITMAN DyCEP, which was described in §3.1.1.5 of deliverable D2.5. The new 
name in v2.0 reflects the fact that DCEP is now a foreground component, thanks to its 
technical evolution in the scope of the BEinCPPS project.  

The main difference with respect to v1.0 is related to the change in the underlying 
CEP component (engine), previously based on Esper16.  

Due to an expansion of the real-time data sources (big data), there are two new 
challenges for the traditional CEP approach: 

• latency in the processing has become very critical, so that CEP tasks have to 
be parallelized (scalability is an issue) 

• complexity of the situations to be detected requires networks of CEP engines 
in order to process the real-time data 

New approach that is based on Siddhi engine, based on several reasons: 

1. Siddhi engine is massively scalable (required for big data). Esper cannot scale 
efficiently (cannot be distributed) 

2. Siddhi is based on Apache Storm and enables the definition of complex, 
workflow based patterns (request from use cases). Esper is based on the 
language (EPL) that cannot support workflow-like processing  

3. Siddhi/WSO2 is available under the Apache Software License Version 
2.017, which is the best possible open source license for the commercialization, 
as we want do exploit the results. Esper is LGPL and for the commercial 
license the price is quite high - so exploitation opportunities of Esper-based 
solutions are bad   

4. The community around Siddhi is more powerful, so support is stronger 

In order to illustrate the usage of the component, we describe the approach taken to 
process events generated in a shop floor. The logic describe here is portable and 
independent from the concrete input channel, as long as an appropriate 
consumer/adapter can be created.  

The logic is mainly described in the following Figure 3 – A complex CEP pattern, 
referring on Kyaia manufacturing plant (Norte champion, see D7.5). In the upper part 
of the image, stream definitions, the simpler transformations between events are 
shown. The idea is to map the simple, flast-structured events into multiple kinds so 

                                                
16 http://www.espertech.com/esper/  
17 http://www.apache.org/licenses/LICENSE-2.0  
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we can easily describe the business logic with patterns. We use the terms stream and 
events as exchangeable, since events “travel” on streams, and each stream holds one 
event type. Events from the working post come in as one structure, with declared 
production line, post, position of the sensor on the post, current state and (optionally) 
the box number which triggered the sensor. Depending on the position of the box 
within the working post (up, down or ready), an appropriate post_up, post_down or 
post_ready event is created. The event is characterized by the same attributes, except 
the position, since the event itself carries that semantic.  

Based on the stage within those events we can create one of the events that are 
actually used within the patterns. They are showed on the picture in the “layer” as 
events shown in patterns. The box_up event is not used in any pattern currently, but it 
exists since we anticipate the need for it so it is left there. Besides, this kind of 
elaborate structure give us the possibility to easily extend the model with new events 
on any layer, if a new sensor is added or new processing step within the work post. 
Also, the patterns are relatively simple, and can be easily expressed with (not) 
followed by logic and a timeout and, most importantly, matching by work line and 
work post.  

Events are fed to the patterns, and if some of them are fulfilled (or rather a 
business rule is broken), an alarm is triggered. For the alarm to be propagated to 
external systems, an adapter needs to be created.  

Patterns are shown in the lower part of the figure and are quite similar. Each of 
them is triggered if one event is not followed by another within a timeout. The not-
followed-by operation is more than one operator actually and the code to detect 
missing events is a bit more trickier, but this is out of scope of the document.  
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Figure 3 – A complex CEP pattern 
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Each of the positions where the process might fail is enumerated with an error 
code, or stage in which the process failed (see Table 1). For this use case we reserved 
the numbers 100 and above, starting with 101. Time-outs are configurable. 

Table 1 Fail positions codes 

Stage Description 

101 Box picked up from the up location, but did not show up on bottom in an 
appropriate time and work has not started 

102 Work has started, but takes more than work_duration seconds. Work duration is 
sent before every operation. 

103 Box is removed from bottom position/working area, but is not placed on place for 
the manipulator to pick it up 

104 Box not picked up by the manipulator for an extended period of time 

201 Gripper status value went from 0 to 1 

301 Emergency status value went from 1 to 0 

 
Triggering of one alarm, for example if the work is taking too long, does not mean 

that an alarm after it on the same box (manipulator taking too long to pick the box up, 
stage 104) will not be triggered. 

These patterns distinguish different working posts, which means each of the post is 
treated in isolation. Strictly speaking, the streams are joined based on line and post 
number. 
3.2.2 3D	Visualization	Services	

3D Visualization Services (3DVS) evolved from a component of the v1.0 
Platform: the FITMAN DyVisual, which was described in §3.1.1.6 of deliverable 
D2.5. DyVisual was developed as a specific enabler in the project FITMAN, building 
on pre-existing FIWARE generic enablers such as 3D-UI 18  and the FiVES 
Synchronization Server19 

                                                
18 Based on XML3D: http://xml3d.org/ 
19: https://catalogue.fiware.org/enablers/synchronization-fives 
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Figure 4: XML3D Smart Factory Model 

The new foreground modules of 3DVS can be downloaded from 
https://github.com/kufischer/3DVS . They comprise the scene parser plugin for 
FiVES which was developed in BEinCPPS to make the composition of complex 
scenes in FiVES easier and Docker files which allow the deployment of 3DVS in a 
docker image for deployment in different application contexts.  

The repository includes three illustrating examples: 
1. An XML3D model of the Smart Factory (see Figure 4) which was created 

for the Smart Plant One project. 
2. An example for a simple data driven animation of an XML3D model. 
3. An example to show the use of data driven visualization using a deviation 

map model which was originally created in the context of FITMAN20. 
Additionally, to the illustrating examples a generic version of 3DVS is provided 

for adaptation to specific applications. Instructions how to create and deploy 3DVS 
are given in read-me files in the repository. 

 
Figure 5: 3D Visualization Service (3DVS) Architecture 

Figure 5 displays the architecture of 3DVS. 3DVS is provided as a Docker image 
for ease of use in different deployment environments. The Docker container includes 
a Web server and the FiVES synchronization server. For the deployment in a specific 

                                                
20 http://www.fitman-fi.eu/ 
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application of some application domain, the application logic and the involved models 
need to be provided. However, from the given examples it is straight forward how to 
deploy the features of 3DVS in a specific application context. 

For the actual visualization of the models a standard Web browser like for example 
Mozilla Firefox or Google Chrome can be used. The Data Providers and Consumers 
can be written in any implementation language. However, C# and Java are the 
languages for which the given examples are most helpful. For interaction the use of 
RESTful Web services is the most convenient way to integrate data provider and 
consumers with 3DVS. 
3.2.3 Asset	Registry	for	CPPS	

The Asset Registry for CPPS (AR4CPPS) evolved from a component of the v1.0 
Platform: the FITMAN Collaborative Asset Management (CAM), which was 
described in §3.2.1.1 of deliverable D2.5. 

CAM is a derivative of the FITMAN project, implementing a web-based, 
collaborative environment for the development, storage and management of digital 
records representing real-world “assets” of the factory. This baseline system allows 
applications (API) and interactive user (UI) to define and manage assets by means of 
some high-level digital abstractions – i.e., Classes, Models and Assets.  

 
Figure 6 - AR4CPPS web UI: Classes and Assets 

Figure 6 above shows the updated web UI of AR4CPPS, which improves over 
CAM in terms of simplicity and user friendliness. In the screenshot we can see how 
Classes are organized as a tree-like hierarchy (left pane), while all Assets belonging to 
the currently selected Class – or any of its sub-Classes – are listed in the main area of 
the screen. Figure 7 below is a zoom-in of the previous picture, showing how a new 
Asset can be created by cloning an existing item, which is used as a Model. 
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Figure 7 - AR4CPPS web UI: creating a new Asset from a Model 

Assets are plain collections of name-value properties, where the value might be a 
number, a text string (Attribute) or a link to another Asset (Relationship). The 
example shown below in Figure 8 is especially significant, because it demonstrates 
how Assets entities defined in the AR4CPPS  repository can be useful in real-world 
scenarios: in this case, the entity represented as an Asset is a Quality Assurance 
mobile testing station21 that can be connected to the BEinCPPS Federated Platform by 
means of an NGSI adapter22. The Attributes named with the “ngsi_” prefix define the 
NGSI context that is exposed to monitoring and control applications through the 
mediation of the FIWARE Orion Context Broker (OCB), which is one of the two 
CPPS Middleware components23 of the IoT Platform (see deliverable D2.4). 

 
Figure 8 - AR4CPPS web UI: Attributes of an Asset exposing an NGSI interface 

                                                
21 This Asset is an element of the Whirlpool pilot site, documented by WP4 deliverables. For details 

on how this particular setup was deployed for testing purposes on the BEinCPPS Common Cloud 
Environment, see deliverable D3.4 “Digital World BEinCPPS Components”. 

22 Actually, this particular type of mobile station exposes an OPC UA interface, and the adapter 
used to connect instances of this station is the CPPS Publishing Services component of the IoT 
Platform (see deliverable D2.4). 

23 The other being OpenIoT Middleware, which implements the AMQP protocol for IoT messaging. 
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For making good use of “connected” Assets, AR4CPPS provides two additional 
tools to make life easier for system integrators: OCB linking and assisted 
configuration for NGSI adapters. The former functionality automatically creates a 
matching NGSI context, with the complete Attribute set, on a selected OCB instance: 
it is activated by clicking on the “Link to Orion Context Broker” button – see Figure 8 
above – and brings up a dialog box for pointing to the specific OCB instance to 
connect to – Figure 9 below. 

 
Figure 9 - AR4CPPS web UI: OCB selection 

The latter is a handy utility for automatically creating a configuration file for the 
OPC UA- NGSI adaptor that is included in the CPPS Publishing Services component 
of the IoT Platform. Such file, a sample of which is presented in Figure 10 below, 
must still be manually edited by the system integrator in order to map the NGSI 
context to the OPC UA address space – a notion that is not available within 
AR4CPPS. 

 
Figure 10 - AR4CPPS: generating a configuration file for the OPC UA -NGSI adaptor 

 Once this setup is completed and the real-world device represented by the Asset is 
deployed on the shopfloor and connected to a correctly-configured NGSI adapter, 
applications can subscribe to the live data published by the device on the OCB. Figure 
11 below shows how live data published by the field device appears in a simple 
FIWARE Wirecloud24 widget. 

                                                
24 Wirecloud is part of the FI Platform v2.0 but is not included in this documents as it is unchanged 

with respect to v1.0 – see deliverable D2.5, released on M6, for information. 
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Figure 11 - AR4CPPS: live Asset data published to OCB, viewed from FIWARE Wirecloud 

As CAM before, AR4CPPS is also based on the Eclipse RDF4J25 ontology 
repository, on top of which it adds a custom REST API and web UI, both 
implemented in the Java language. It is released under the Apache 2.0 license26, and 
runs within a standard Java runtime environment (v1.8 or higher). 

 

4 Value	Added	Services	
In this section we describe Cloud-based foreground Value Added Services (VAS) 

that are either new or improved over the previous M6 release.  

4.1 i-LiKe	Machines	CPPS	Monitor	

This section provides the description of what has been implemented in relation to 
the presentation of CPPS data, coming from different sources like PLCs or sensor 
nodes in the context of production system and specifically production machines, using 
the i-LiKe Machines platform, dedicated to monitoring and maintenance of machines. 
A detailed explanation is provided concerning the solutions offering interoperability 
and integration also from the point of view of different devices and protocols used to 
collect data in the field of manufacturing.  

Specific attention is provided to those developments that have been done as part of 
the BEinCPPS project. 
4.1.1 Extension	for	OPC-UA	data	management		

This extension is related to the implementation of new capabilities of device 
abstraction layer application, that is presented in details below, which was meant to 
coherently present the data from different sources into the i-LiKe Machines 

                                                
25 http://rdf4j.org/  
26 https://www.apache.org/licenses/LICENSE-2.0  
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application. This extension allows to transform OPC-UA data published by OPC-UA 
servers operating at shop floor level, into MQTT or AMQP messages that a client is 
able to consume from a broker and make persistent on into the i-LiKe Machines data 
storage. What has been designed can aggregate data coming from different devices, 
like PLCs or sensorial IoT nodes, which are meant to collect data mostly from 
industrial machines in the factory. In order to support also AMQP and OPC-UA 
protocols, the extension of the application developed for manage different devices, 
which is also part of the i-LiKe Machines suite, is described in the following. 

Device Abstraction Layer 
The device abstraction layer (D.A.L.) is an application developed specifically to 

manage the devices in the environment of a given project, providing a unified point of 
access to device data for the other applications. 

In particular, it is capable of providing an “image” of the device status built upon 
the data collected, apply rules to the incoming stream of data, transforming data of 
low level to a more meaningful form, record the data to long term storage and provide 
a way to retrieve the data recorded. It also provides access control for the devices 
connected, by distinguishing access for devices, gateways (e.g. a single board PC 
publishing data for multiple devices) and applications (which will consume the data). 

At the device level, inside the BeinCPPS project, what has been extended is an 
implementation which allows field level data to be accessible through a data 
acquisition layer which use OPC-UA open protocol for communication. 

To model the devices, and the rules applied onto them three main entities are used: 

• DeviceType: they group devices of the same type and related rules sets. 
• DeviceTypeVersion: the version is where the rules for a device type are really 

contained; it’s useful as in development stage different rules sets for the same 
device type might be needed, so that legacy devices can continue working on 
established rules set while new ones can be experimented. 

• Device: they are the instances of a DeviceType, each one with its status and 
data. 

To provide flexibility required to manage data originating from various different 
devices, a collection of rule “blocks” is available. The blocks can be combined with 
each other into the DeviceTypeVersion described above. Each rule block follows the 
event emitter pattern, using the base classes present in Node.JS runtime environment, 
so the data it process can directly contribute to the device status “image” and 
eventually it can be passed on to other rules for further processing. 

The rules sets mapped into DeviceTypeVersions are then instantiated for single 
devices, each one operating on its encapsulated data set. 

The DeviceType-DeviceTypeVersion-Device hierarchy, with related device and 
applications access control metadata, are related to a Context. Several contexts can be 
accommodated on the same instance of D.A.L., so that multitenancy can be achieved: 
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in certain scenarios this is important as several smaller projects can be served by a 
rather complex setup of multiple application and databases management systems. 

The interaction with the system (e.g. creating device types, devices, generate new 
credentials…) is provided through a REST HTTP API with JSON data encoding, 
ensuring high interoperability. 

Data Sources 

The first main task of the D.A.L. is to provide contact points were the device can send 
their data. Different protocols are supported to bring the data from devices onto the 
system: 

• AMQP: Advanced Message Queuing Protocol (AMQP) is a message passing 
type protocol based on the Advanced Message Queuing (AMQ) Model which 
defines an architecture among clients implementing the protocol and the 
messaging middleware based on which the clients can communicate. AMQP 
requires a broker to be present, distributing messages to interested subscribers 
based on the topic of the message. D.A.L. provide a rule block that supports 
connecting to a broker and subscribe onto a topic. 
D.A.L. has specific support for Rabbit MQ broker (the most widespread open 
source AMQP broker), providing an interface to enable access control on it. 
The full support to the AMQP protocols is an extension developed inside the 
BEinCPPS project. 

• MQTT: Message Queue Telemetry Transport (MQTT) is a lightweight 
protocol based on the publish/subscribe pattern over TCP/IP protocol. MQTT 
requires a broker to be present, distributing messages to interested subscribers 
based on the topic of the message. D.A.L. provide a rule block that supports 
connecting to a broker and subscribe onto a topic. 
Also D.A.L. has specific support for Mosquitto MQTT broker (the most 
widespread open source MQTT broker), providing an interface to enable 
access control on it. 

• HTTP:  HyperText Transfer Protocol (HTTP) is the most widespread protocol 
of the World Wide Web. D.A.L. provides a rule block with the capability to 
dynamically register a HTTP endpoint where data can be sent with common 
POST or PUT HTTP requests. 

Data collected by the data sources rule blocks is then emitted to the subsequent rules 
for manipulation. 
Closely related to data sources rule blocks, D.A.L. provides buffering rule blocks, 
enabling time sorting of the data and cadenced emission to the subsequent elaboration 
pipeline. 
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Data storage and CPPS persistency 
For data storage several rule blocks are provided, supporting different databases 

and storage forms: 

• Time-JSON: a generic JSON payload associated with a timestamp 
• Time-Decimal: a decimal value associated with a timestamp 
• Interval: an event data structure, identified by a UUID v4 and presenting a 

start date, an end date and a string value 
For long term data storage, mainly Apache Cassandra and MySQL are supported. 

Support to other DBMS is planned to be added by providing dedicated rule blocks. 

Similarly to data storage, data streaming is also supported. Data can be streamed or 
stored when it is received onto the elaboration pipeline. Scheduled data extractions 
can also be defined. 

Streaming supports sending data in the following manners: 

• AMQP: by connecting to a broker and publishing on a topic 
• MQTT: by connecting to a broker and publishing on a topic 
• HTTP: by sending a POST or PUT request to a URL 
• Redis PUB: by issuing a PUBLISH command onto a Redis instance, using it 

as a system bus 
Data streaming is a powerful concept, potentially enabling the binding of several 

instances of D.A.L. in various environments: for example, a D.A.L. instance could 
process low level data near the devices (edge computing) and then send them for 
further processing and long term storage to another instance of D.A.L. on an internet 
accessible server (cloud computing). 

Data retrieval 
The last important task carried on by the D.A.L. is providing a way to access the 

data it collected so that other applications can consume them. Similarly to HTTP data 
sources, dedicated rule blocks are present to dynamically register HTTP endpoints 
where data can be accessed through HTTP GET requests. 

Rule blocks supports accessing the current device “image” or accessing the data 
stored by the data storage rule blocks. 

Streaming techniques have been implemented to access the data stored in an 
efficient way, avoiding abnormal resource consumption with high amount of data. 
4.1.2 Front	end	for	data	monitoring	and	maintenance	support	

In order to accompany the great flexibility achieved in device data management 
with D.A.L., an application has been developed to consume the data collected into 
specific domains. It is mainly a HTML5 application supported by Java based backend 
exposing REST APIs. 
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The application maps machine types (e.g. machine model) and machines (e.g. a 
single specific machine); machines access device data exposed by D.A.L. through 
HTTP interface. Alarms are triggered immediately by subscribing on a Redis channel, 
where D.A.L. streams alarm data. 

For example, Figure 12 illustrates the two machines that have been mapped into 
the application. 

 

 
 

Figure 12: i-LiKe Machines: monitoring - machine list page. 

Machines monitoring 
A monitoring section has been implemented, focusing on building a dashboard to 

show the relevant device data. The dashboard is built around a machine type, by 
composing into a web based editor, a series of panes and widgets. Widgets access 
data from data sources, deriving by how the machine type was defined. In fact, some 
requirements are posed on which endpoints are exposed by D.A.L. to have a 
minimum set of functionality available. For example, in Figure 13 the machine 
dashboard creation is showed.  
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Figure 13: i-LiKe Machines: monitoring - machine dashboard creation. 

Once the dashboard has been created for the given machine types, all the machines 
registered into the application will be able to use them and to show their own data on 
it. 

Moreover, dedicated user interfaces are provided to browse the machine alarms 
history and to plot and compare decimal time series charts. 

 

 
Figure 14: i-LiKe Machines: monitoring - machine dashboard. 

Maintenance operations 
When the machine type is registered, a maintenance plan can also be defined. The 

plan is composed of maintenance types, each measured on several parameters 
(elapsed time, or counters on the machine status, which is mapped onto D.A.L. device 
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“image”) with scheduling parameters. Figure 15 shows the machine schedule 
definition. 

 

 
Figure 15: i-LiKe Machines: maintenance – maintenance schedule definition. 

Typical scenarios on which the schedule is based are: 

• Maintenance operations based on the time elapsed and effective working time 
of the machine, 

• Maintenance operations based on the number of working cycles of the 
machine or on the amount of material processed by the machine, 

• Maintenance operations based on the number of events of a certain class 
triggered. 

The user interface provides an immediate indication of the maintenance status by 
showing the “health” of the machine as the lowest indicator of the remaining life 
according to the maintenance table. For example, as shown in Figure 16, maintenance 
operations, based on the time elapsed, are created. 
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Figure 16: i-LiKe Machines:  maintenance – maintenance status. 

 
As the “health” associated to the various maintenances decreases, it is possible to 

schedule maintenance interventions (Figure 17). 
 

 
 

Figure 17: i-LiKe Machines: maintenance – servicing scheduling. 
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It is then possible for the maintainer to clear them out, writing down notes 
associated to the actions performed on the machine. As the servicing is completed the 
health indicators for the associated maintenance are reset. 
4.1.3 Production	Module	

In order to provide a real time view on the current status of the production system 
through user interfaces fulfilling the needs of the responsible in the production lines a 
first mock-up of a new production module has been implemented taking into account 
the production monitoring scenario of the KYAIA factory. In the production module, 
part of the extension of i-LiKe Machines solution, it is possible to have indications 
about the state of the production progress based on data available on the machine or 
entered manually by the operator. 

Inside the application it is possible to have data related to the rejected parts reason 
as shown in Figure 18.  

 
Figure 18: production – rejected parts reasons retrieval. 

 
The production monitoring is correlated to the retrieval on the machine of the 

number of produced parts of a specific item code, which is part of a production order 
entered manually as shown in Figure 19.    
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Figure 19: production – production monitoring. 

It is also possible to insert a new production order (Figure 20) and access to the 
order history. 

 
 

Figure 20: production – new production order. 

 

4.2 D2Lab	CPPS	Analytics	

4.2.1 D2Lab	framework	

D2Lab (Data Diagnostics Laboratory, d2lab.nissatech.com) is a framework for the 
development of big data analytics applications. One of the main application areas is 
the anomaly detection that can be used in different industrial scenarios, like predictive 
maintenance. The existing approaches for anomaly detection are based on an 
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univariate analysis of the measured data from the testing process, which is not able to 
detect complex anomalies that are a huge challenge for the quality engineers. On the 
other hand, D2Lab approach uses multi-parameter analysis in high-dimensional 
spaces in order to determine clusters and outliers in a big data space. 

Core D2Lab components modified for the purpose of specific, Whirlpool use case, 
are given on following figure. 

 

 
Figure 21 - D2Lab architecture – Whirlpool instance 

 

D2Lab represents a highly scalable system, based on Big data technologies such as 
Hadoop, HBase and Kafka. In this case all components are deployed inside Whirlpool 
facility (private cloud) with no need for external communication. Core features of the 
system, specific to this use case are: 

1. Remote Client 

Represents the entry point for anomaly detection. When a functional test is 
finished the remote client receives a request to analyze the functional test saved in the 
functional test database.  It reads the measurements for the database, transforms the 
data according to specified format and contacts the local client. After it receives 
answer from the local client it returns the result to the component which initiated the 
procedure. 
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2. Local Client 
The local client has access to a database which contains mapping between different 

types (models) of devices and specific domain entity used by D2Lab system. It maps 
the model of the machine tested by the functional test to D2Lab project entity (in 
order to isolate analysis of different types of device) and contacts D2Lab service, 
passing the functional test. 

3. Model to project mappings database 
Contains mappings between different kinds of devices (machines) and D2Lab 

project entities. 
4. Training procedure 

The training procedure had to be extended to support analysis which includes 
contextual parameters. Specific steps were needed to determine the influence of 
contextual parameters and to emphasize it. Thesesteps have already been described in 
the previous sections. 

5. Real time anomaly detection 
Influence of contextual parameters also had to be included in real time anomaly 

detection. Similar steps need to be performed during both phases, to have an identical 
workflow for a functional test, regardless of whether it comes for training, or in real 
time, for anomaly detection. 
4.2.2 Hardware	requirements	

In this part we specify minimal hardware requirements for D2Lab deployment. 
D2Lab requires a cluster of machines to exist, for Hadoop, HBase and Kafka 
components. Additionally, there is a need for at least another machine, central server, 
on which all the other components will be deployed. Hardware requirements for the 
central server and cluster components are as follows: 

• central server: 12GB RAM, 8 cores, 500GB HDD 
• cluster master 12GB RAM, 8 cores, 300GB HDD 
• 3 slaves 12GB RAM, 8 cores, 400GB HDD 

4.2.3 Processing	pipeline	

D2Lab processing pipeline is depicted on Figure 14. These are only the phases of 
analysis and for each phase there is a certain number of possibilities which can be 
used depending on the use case and concrete data. For example, in case of Whirlpool 
refrigerator use case data was stored in a relational database, from which it needed to 
be extracted using SQL queries, to be imported into D2Lab system for training. We 
performed exploratory analysis to find out about the influence of contextual 
parameters and to conclude that we will need a special learning method as the 
instances in dataset may differ in length. A lot of instances had missing values, which 
needed to be dealt with. Data was transformed using standardization method. There 
was no need to create windows as the data was not in a streaming form. PCA was 
selected as dimensionality reduction method, while Fast Fourier Transform (FFT) and 
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statistical features were also considered. Similarly, Elbow method27 gave better 
results when trying to determine the optimal number of clusters than the Silhouette 
method28. The whole procedure was unsupervised due to lack of labels, so we used 
our scalable clustering algorithm KmedoidsUsingFAMES during training. We 
inspected the clusters, cluster representatives and anomalies found during training. 
We compared clusters and anomalies to try to identify the root cause of anomalies. 
Along the way we produced a lot of 2D/3D plots (scatter plots, silhouette plots, box 
plots, histograms), and at the end produced a report called “Process Data Atlas”. 
Model produced during training (containing cluster representatives) was then used in 
real-time to detect new anomalies between functional tests, as they are performed. 

 

 
Figure 22 - D2Lab processing pipeline 

 

	
 	

                                                
27 Andrew Ng, Clustering with the K-Means Algorithm, Machine Learning, 2012 
 
28 Peter J. Rousseeuw, Silhouettes: A graphical aid to the interpretation and validation of cluster 

analysis, In Journal of Computational and Applied Mathematics, Volume 20, 1987, Pages 53-65, ISSN 
0377-0427, https://doi.org/10.1016/0377-0427(87)90125-7. 
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5 Annex	1	–	3D	Visualization	Services	

Technical	Information	
Name 3D Visualization Service 
Nature Docker image providing the service 
Programming Language C#, Docker files, bash shell scripts 
Development Tools gcc 
Additional libraries mono 
Application Server n/a 
Databases n/a 

 

Licensing	
3D Visualization Services:  

• Open source. 

Technical	Manuals	
3D Visualization Services:  

• Read me files in the repository: https://github.com/kufischer/3DVS 
XML3D:  

• http://xml3d.org/getting-started/ 
FiVES:  

• https://github.com/fives-team/fives 
Docker:  

• https://docs.docker.com/get-started/ 
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6 Annex	2	–	Asset	Registry	for	CPPS	
FOREWORD: It should be noted that naming conventions for all software modules 

of AR4CPPS still follow the ones originally set by the FITMAN CAM implementation. 

Summary	of	main	functionalities	

This CAM release contains two modules, CAM-Service and CAM-UI. 

CAM-Service is a web application with no user interface. It provides a REST-
based abstraction on top of the reference ontology that is stored in the RDF4J 
repository (not included: see installation instructions below). By means of API calls, 
applications can query the reference ontology: CRUD operations are allowed on 
Classes, Models, Assets, Domains, Attributes and Relationships. CAM-Service also 
implements the integration with the FIWARE Orion Context Broker and with 
FIWARE Security. 

CAM-UI is a web application which provides a user interface for exploiting the 
CAM-Service API interactively. CAM-UI allows user to create, read, update and 
delete Classes, Models, Assets, Domains, Attributes and  Relationships through a web 
interface. 

Integration	with	FIWARE	Security	

Access to both CAM-UI and CAM-Service can be optionally restricted so that only 
authenticated / authorized users are allowed. This security layer is implemented 
following the same approach as in FIWARE: a centralized Identity Manager (IDM) 29 
component which supports the OAuth 2.0 standard and provides secure digital 
identities to users and applications, and a Policy Enforcement Proxy (PEP)30 that is 
responsible for enforcing access restrictions to web API endpoints in a transparent 
way. 

Integration	with	FIWARE	Orion	Context	Broker	

The FIWARE Orion Context Broker (OCB) is an implementation of the 
Publish/Subscribe Context Broker Generic Enabler, which provides the NGSI 
interface. CAM-Service is responsible for publishing individual Assets as NGSI 
contexts, and to ensure that both entities are kept in-sync in a bidirectional way. E.g., 
in CAM you can create an Asset with some Attributes and some values, and the back-
end service will replicate your Attribute structure and values as an OCB context with 
the same name as your Asset. When you update Attribute values in CAM, your 
updates are reflected in the OCB context; when context values are updated by some 
external application, updates are propagated back to the CAM Asset. 

Integration	with	IDAS	OPC	UA	Agent	(CPPS	Publishing	Services)	

                                                
29 FIWARE KeyRock: http://catalogue.fiware.org/enablers/identity-management-keyrock  
30 FIWARE Wilma: http://catalogue.fiware.org/enablers/pep-proxy-wilma  
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AR4CPPS has the possibility to export in JSON format the entire structure of an 
Asset as an OPC UA Address Space mapping. The mapping is created as a JSON file 
(config-idas.json) which should be copied to the IDAS OPC UA Agent’s installation 
folder. The file contains the mappings from the OPC UA attributes to the 
corresponding attributes of the NGSI context that represents the target Asset’s public 
interface as published to a specific OCB instance (see previous section).  

Below is an example of a mapping record contained in the config-idas.json file: 
  { 

    "id": "MyDevice1", 

    "type": "teststation", 

    "mappings": [{ 

      "ocb_id": "attrib1", 

      "opcua_id": "ns=1;s=PumpSpeed" 

    }, 

    { 

      "ocb_id": "attrib2", 

      "opcua_id": "ns=1;s=Temperature" 

    } 

    ] 

  } 

The two highlighted text strings correspond to information that has to be manually 
provided by a system integrator with specific knowledge of the OPC UA Address 
Space being mapped. 

API	

The AR4CPPS API follows the REST approach, exposing the relevant entities of 
the data model and operating on them via HTTP verbs. 

The encoding of data transferred as the body of API calls and responses is JSON. 
The JSON format is convenient as it is more compact than XML (important if low 
bandwidth connections are used) while still capable of representing complex data 
structures. 

The API use HTTP response codes to inform the caller about the outcome of 
requests. When the request is successful, the following rules are valid: 

• GET requests return 200 and the response body includes the requested entity; if 
the request is for a list of entities and no matching entity exists, the response 
body is an empty list 

• POST requests return 200  
• PUT requests return 204 
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• DELETE requests return 301 
When the request is not successful, however: 

• GET request for specific entities that do not exist return 404 
• All errors related to user input are in the 4xx range 
• All errors related to a processing failure are in the 5xx range 
Usually, the response body also includes a short descriptive message. 

Below, summary of the resources and verbs exposed by the REST API, as 
available at the time of writing. As AR4CPPS is still evolving, please refer to the 
online resources on GitHub (https://github.com/BEinCPPS/fitman-cam/wiki/API-
Documentation) for the up-to-date and complete API documentation. 
 

Verb URI Description 

GET	 /classes		 Get	all	Classes	

GET	 /classes/{className}		 Get	Class	name={className}	

POST	 /classes		 Create	Class		

PUT	 /classes/{className}	 Update	Class	with	name={className}	

DELETE	 /classes/{className}	 Delete	Class	with	name={className}	

	

	

	

	GET	 /assets		 Get	all	Assets	

GET	 /assets/{assetName}		 Get	Asset	with	name={assetName}	

GET	 /assets?className=className		 Get	Assets	of	Class	with	name={className}	

POST	 /assets		 Create	Asset	

PUT	 /assets/{assetName}	 Update	Asset	with	name={assetName}	

DELETE	 /assets/{assetName}	 Delete	Asset	with	name={assetName}	

GET	 /assets/{assetName}/attributes	 Get	all	attributes	of	Asset	with	name={assetName}	

GET	 /assets/{assetName}/attributes/{attributeName}		
Get	attribute	with	name={attributeName}	of	Asset	with	
name={assetName}	

POST	 /assets/{assetName}/attributes	 Create	attribute	of	Asset	with	name={assetName}	

PUT	 /assets/{assetName}/attributes/{attributeName}	
Update	attribute	with	name={attributeName}	of	Asset	with	
name={assetName}	

DELETE	 /assets/{assetName}/attributes/{attributeName}	
Delete	attribute	with	name={attributeName}	of	Asset	with	
name={assetName}	

GET	 /assets/{assetName}/relationships	 Get	all	relationships	of	Asset	with	name={assetName}	

GET	 /assets/{assetName}/relationships/{relationshipName}	
Get	relationships	with	name={relationshipName}	of	Asset	with	
name={assetName}	

POST	 /assets/{assetName}/relationships	 Create	relationships	of	Asset	with	name={assetName}	

PUT	 /assets/{assetName}/relationships/{relationshipName}	
Update	relationships	with	name={attributeName}	of	Asset	with	
name={assetName{	

DELETE	 /assets/{assetName}/relationships/{relationshipName}	
Delete	relationships	with	name={attributeName}	of	Asset	with	
name={assetName}	
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	 	 	GET	 /domains		 Get	all	Domains	

GET	 /domains/{domainName}	 Get	Domain	with	name={domainName}	

POST	 /domains		 Create	Domain={domainName}	

PUT	 /	domains	/{domainName}	 Set	DomainName={domainName}	

DELETE	 /	domains	/{domainName}	 Delete	Domain={domainName}	

 

POST	 /orion/contexts	 Create	Context}	

PUT	 /orion/contexts	 Update	Context	

DELETE	 /orion/contexts/{contextName}	 Delete	Context={contextName}	

POST	 /orion/config	 Create	Orion	Config}	

PUT	 /orion/config	 Update	Orion	Config	

GET	 /orion/config	 Ger	Orion	Config	

DELETE	 /orion/config/{configId}	 Delete	Orion	Config	with	is	{configId}	

POST	 /idas/download	 Dowload	Context	

 

Hardware	and	Software	Prerequisites	

HW prerequisites: 

• RAM: 2GB of free memory 
• Disk space: 20GB. 

SW prerequisites: 

• Hosting OS: any recent Windows (>= 7) or full Linux distribution; hosting on 
OS X may work but it is not supported 

• Java JDK31 1.8 or higher 
• Apache Tomcat32 v8 or higher 
• Eclipse RDF4J33 2.0 or higher   

To build CAM-UI and CAM-Service from source code the following software is 
also required: 

• Apache Maven34 3.2.3 or higher 
 

                                                
31 http://www.oracle.com/technetwork/java/javase/overview/index.html  
32 http://tomcat.apache.org/  
33 http://rdf4j.org/  
34 https://maven.apache.org/  
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Preparing	the	Base	Reference	Ontology	

In order to  have CAM working you first need to install Eclipse RDF4J, as 
described below. CAM comes with a Base Reference Ontology (BRO) that you must 
load manually into your RDF4J repository before running CAM software. Once the 
BRO is installed, you will use CAM to extend it – i.e., add your own domain 
concepts. 

 

1. Download the raw RDF file from GitHub: 
https://raw.githubusercontent.com/BEinCPPS/fitman-cam/master/cam-
service/src/main/resources/onthology/export.rdf 

2. Download  RDF4J from http://rdf4j.org/download/  
3. Copy the RDF4J files rdf4j-server.war and rdf4j-

workbench.war into  <PATH_TO_TOMCAT>/webapps. 
4. Create the CAM repository in RDF4J: 

• Open a web browser and navigate to your rdf4j web application front-
end: 
<host>:<port>/rdf4j-workbench 

• Click on New Repository on top left 
• Fill the Id and Title form fields with the name “CAM_REPO” and click 

Next 
• Select persistence mode and click Finish. If repository creation was 

successful you will be redirected to the repositories summary. 
5. Click Add on the left side of the screen, in the Modify section 
6. Select the file BRO file you downloaded (step #1) and click Upload 

 

Installing	and	Configuring	CAM	

In this chapter, we refer to the path of your Apache Tomcat installation as   
<PATH_TO_TOMCAT>. The two modules must be installed in the order defined 
below. 

 

CAM-Service 
1. Download the binary distribution of the CAM-Service module from 

ftp://repo.nimbus-ware.com/beincpps/CAMService.war   
2. Open the CAMService.war archive with a ZIP editor and edit the contained 

file /WEB-INF/classes/cam-service.properties : set properties according to your 
actual installation and environment, as in the example below: 
 
sesame.url=http://localhost:8080/openrdf-sesame/ 
sesame.namespace= 
http://www.example.eu/ontology/examplens# 
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This configuration is required in order to allow CAM to connect and query the 
RDF4J repository35. Notice that the actual namespace is entirely up to you: this is the 
namespace in which RDF4J will place all items (i.e., classes, models, assets, etc.) that 
you create with CAM. It is strongly advised that you define a unique URL from a 
domain name that you – or your company – own. 
3. Move the modified CAMService.war file to 

<PATH_TO_TOMCAT>/webapps 
4. If required, start the Tomcat server 
5. Browse to <your_host>:<your_port>/CAMService to verify that 

everything works as expected 
	

CAM-UI 
1. Download the binary distribution of the CAM-UI module from 

ftp://repo.nimbus-ware.com/beincpps/CAM.war  
2. Move the CAM.war file to <PATH_TO_TOMCAT>/webapps 
3. If required, start the Tomcat server 
4. Browse to <your_host>:<your_port>/CAM to verify that everything 

works as expected 

 

Building	from	source	code	

Source code is available on GitHub. Developers can download it using the git 
client: 

 git clone  https://github.com/BEinCPPS/fitman-cam.git 

The resulting project structure should be like this: 
<project_root> 

 |__cam 

 |__cam-service 

In the following steps we assume you have Maven properly installed in your 
environment, and that the mvn.exe program is in your PATH. 

	

CAM-Service 

1. Open a terminal/console window in <project_root>/cam-service 

                                                
35 The “sesame” prefix is there for historical reasons: Sesame is the “old” name of RDF4J. 
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2. Open pom.xml file; under the prod section, change all RDF4J-related 
information according to your actual installation and reference ontology, as in 
the example below: 

<sesame.url>http://localhost:8080/openrdf-
sesame/</sesame.url> 

<sesame.namespace>http://www.example.eu/ontology/examplen
s#</sesame.namespace> 

In order to have CAM connected with the RDF4J repository that we installed 
we should set these parameters as described in step 2, installation from binary files, so 
that we will not need to open and edit war file before deploying it. 

3. Type the command: mvn package –P prod. 
4. Get the resulting file <project_root>/cam-

service/target/CAMService.war and proceed as detailed in the 
CAM-Service installation instruction section above 

 

CAM-UI 
1. Open a terminal/console window in <project_root>/cam 
2. Type the command: mvn package 
3. Get the resulting file <project_root>/cam/target/CAM.war and 

proceed as detailed in the CAM installation instruction section above 

	

Further	Documentation	

Online User Manual: https://github.com/BEinCPPS/fitman-cam/wiki/User-Manual  
Online Admin Manual: https://github.com/BEinCPPS/fitman-
cam/wiki/Administration-Manual  
Online API documentation: https://github.com/BEinCPPS/fitman-cam/wiki/API-
Documentation  

 

 


