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Executive Summary  
The Future Internet (FI) Platform represents, together with the Smart Systems Platform 

and the IoT Platform, the core IT proposition of the BEinCPPS project, around which 

the five regional champions are going to design their own IT architecture for CPPS 

business experiments. This document describes the FI Platform as a whole, its 

software components and their internal integration. It is intended as a guide for system 

architects and software developers.  

Software components have been used to assemble a cohesive platform that targets 

some basic needs of CPS-ization, as identified by the D2.1 “BEinCPPS Architecture 

and Business Processes” deliverable. They are grouped here under two main 

categories: background and foreground. The distinction is determined by the inclusion 

of software specifically developed in the scope of the BEinCPPS project. Foreground 

components are extensively documented in a separate Factsheet annex, while 

background ones are simply linked to the artefacts provided online by their IPR 

owners.  

The role of the FI Platform in the overall BEinCPPS architecture is two-faced: at the 

lowest-level, it provides a middleware layer interfacing the IoT Platform, thus exposing 

CPPS-related hardware at a higher level of abstraction (e.g., industrial automation 

Smart Systems as well as raw IoT sensors and actuators); on top of this middleware 

layer, it also offers some coarse-grained functionality in the form of extensible modules 

that cover application domains like Big Data & Event Processing, Monitoring and 

Collaboration.  

The FI Platform prototype described here has been deployed on a common cloud 

environment (CCE) as part of WP3.2 (Digital World Components Deployment), the 

results of which have been published as deliverable D3.3. This delivery does not yet 

include the integration with the IoT Platform, which is in the scope of WP2.5 

(Federated Platforms Integration) and will be implemented by M9 as deliverable D2.9.    

By month 27, a second release cycle will develop (D2.6), deploy (D3.4)  and integrate 

(D2.10) a revised version of the platform that will extend its capabilities and incorporate 

lessons learned from the business experiments run in pilot sites.  
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1. Introduction 

1.1. Objective of the Deliverable  
Work Package 2 comprises the definition of the IT landscape for BEinCPPS 

experimentations: reference architecture, background and foreground assets, 

composition of assets into a three-layered platform that connects physical processes on 

the manufacturing Field (things, machinery and people) to manufacturing applications 

and services on the Cloud, through the mediation of Smart Systems (embedded 

controllers for industrial automation), IoT devices (sensors and actuators on the 

Shopfloor) and middleware.  

This document describes the top layer of BEinCPPS’ composite IT architecture: the  

Future Internet (FI) Platform - i.e., background and foreground components of the 

Cloud dimension and their internal integration. It is the first of a series of two: by 

month 24, a second release will cover a revised version of the platform that will extend 

its capabilities and incorporate lessons learned from actual experiments in BEinCPPS 

pilot sites.  

With respect to these, the FI Platform – together with the Smart Systems [3] and IoT 

[2] ones – is the core around which the five regional champions are going to design 

their own IT architecture for CPPS business experiments. Pilot sites will mostly 

leverage a subset of the platform, focusing on those components that provide some 

tangible value to their use cases. This deliverable is then intended as a guide for 

system architects and – for foreground components – software developers in the design 

of FI-enabled CPPS.  

1.2. Structure of the Deliverable  
The present document, besides introduction and conclusion sections, has two main 

bodies of content: an architectural overview (Architecture) and a per-component detailed 

description of the available features and of the technologies involved (Components). The 

former provides the big picture – i.e., how modules are connected, and the relationship 

between the FI Platform and the other two layers of the  

BEinCPPS architecture. The latter aims at giving users a clear notion of the individual modules 

from both the functional and the technical point of view.  

The Components section is further structured in two sub-levels. The first one is used to 

group background and foreground components, the second to keep open source and 

proprietary components separate as sub-group. In the context of BEinCPPS, the 

distinction between background and foreground components is determined by the 

inclusion of software specifically developed in the scope of the BEinCPPS project. 

Foreground components are extensively documented in a separate Factsheet annex, 

which also gives instructions for downloading the binary distribution and for accessing 

the source code (for the open source ones). On the other hand, background 

components are simply linked to the artefacts provided online by the IPR owners.  
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2. Architecture 

2.1. Introduction and positioning in the overall BEinCPPS architecture  

The term “Future Internet” is an explicit reference to the two main sources of 

SotA (State-of-the-Art) assets for BEinCPPS: the FIWARE
1
 and the FITMAN

2 

projects, both of which delivered a wide catalogue of open source enabler 

components as modular building blocks of Cloud-oriented applications. While 

FIWARE is intended as a core platform for building domain-agnostic future 

internet-enabled applications and services, FITMAN focuses on the same broad 

concept but on the manufacturing domain. For this reason, FIWARE components 

are commonly referred to as Generic Enablers (GE), while FITMAN ones as 

Specific Enablers (SE).  

In the BEinCPPS context, selected GEs and SEs have been used to assemble a 

cohesive platform that targets some basic needs of CPS-ization, as identified by the 

D2.1 “BEinCPPS Architecture and Business Processes” deliverable [1]. In particular, 

as the above mentioned deliverable clarifies, the BEinCPPS FI Platform is derived 

from the Industrial IoT Reference Architecture (IIOT-RA), the main outcome of the 

FIWARE for Industry (FW4I)
3
 initiative which is the exploitation vehicle of 

FITMAN. Further SotA contributions come from the OpenIOT project
4
.  

The role of the FI Platform in the overall BEinCPPS architecture is two-faced: at the 

lowest-level, it provides a middleware layer interfacing the IoT Platform (see 

deliverable D2.3 [2]), thus exposing CPPS-related hardware at a higher level of 

abstraction (e.g., industrial automation Smart Systems as well as raw IoT sensors and 

actuators); on top of this middleware layer, it also offers some coarse-grained 

functionality in the form of extensible modules that cover application domains like Big 

Data & Event Processing, Monitoring and Collaboration.  

Figure 1 below, which is a simplification (with some updates) of a more detailed 

picture previously published in deliverable D2.1, shows how the FI Platform is 

positioned with respect to the BEinCPPS architecture
5
. The diagram is 

deploymentoriented: it is more focused on the placement of modules across the three 

physical levels (Field, Factory and Cloud) than on identifying the boundaries of the 

three BEinCPPS Platforms (Smart Systems, IoT and FI). However, the original 

picture from D2.1 has been masked here to highlight those modules that belong to the 

FI Platform. It is worth noting that the FI Platform collects most of the software 

components selected for BEinCPPS that are suitable for Cloud deployment
6
. For this 

reason, it is safe to say that the FI Platform represents the Cloud Layer of any 

BEinCPPS deployment, in the same way as the IoT Platform represents the Factory 

Layer and the Smart Systems Platform the Field Layer. Switching perspective from 

                                                 
1
 http://catalogue.fiware.org/enablers  

2
 http://www.fitman-fi.eu/  

3
 http://www.fiwareforindustry.eu/  

4
 http://www.openiot.eu/  

5
 For the sake of clarity, Real World components on the Field level have been aggregated together as 

two opaque boxes: Smart Systems and IoT Sensors & Actuators.  
6
 However, deployment on a Cloud infrastructure is not mandatory.  

http://catalogue.fiware.org/enablers
http://catalogue.fiware.org/enablers
http://www.fitman-fi.eu/
http://www.fitman-fi.eu/
http://www.fiwareforindustry.eu/
http://www.fiwareforindustry.eu/
http://www.openiot.eu/
http://www.openiot.eu/
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physical deployment to the three logical domains (Worlds) defined by the BEinCPPS 

reference architecture – i.e., Real, Digital and Virtual Worlds – the FI Platform is a 

subset of the Digital World, with the addition of two Virtual World components:  

Virtual Obeya and FITMAN DyVisual. In the diagram below, foreground components 

and BEinCPPS-specific integration modules have been highlighted in orange.  

 
Figure 1 - FI Platform positioning in the BEinCPPS Architecture (lighter area at the top)  

2.2. FI Platform architecture  
In Figure 1 above modules are grouped according to functional area. The topmost 

distinction is made between runtime and design-time. As the name implies, the design-

time area comprises tools for modelling, engineering and developing CPPSs, while the 

runtime one is about execution and control. As the FI Platform is focused on the latter, it 

contains mostly runtime modules. Modules are further classified into domains: 

Information Bus, Big Data & Event Processing, Monitoring and Collaboration. These 

domains are briefly described here below.  

2.2.1. Information Bus  
This is the middleware layer of the FI Platform, linking the IoT Platform (southbound 

interface to the Factory) to applications (northbound interface). As already mentioned 

in the introductory section, one of the purposes of the FI Platform’s middleware is to 

provide, in collaboration with the IoT Platform, an abstraction layer on top of Smart 

Systems and IoT devices, thus hiding unnecessary specific details. Another important 

role, however, is that of a unified access hub: applications will leverage one single 

endpoint and one single API standard and thus may have transparent access to all 

CPPS entities on multiple Factories/Shopfloors regardless of location, communication 

protocols, data models, local security policies, etc. Access is bidirectional, in the sense 

that not only information flows from the Field to the Factory and finally to the Cloud, 

but in the opposite direction as well for all those Field systems and devices that 

support receiving data updates and commands from applications. All access to data 

and events from both sides of the middleware  happens by means of a publish / 

subscribe pattern, which is the main reason why this layer have been labelled 
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“Information Bus”
7
: this name conveys the idea of discrete pieces of information 

flowing along a lane with consumers waiting at well-defined bus stops for the 

expected item to pass by.  

Concerning the lanes, looking inside the Information Bus what we see is actually two 

of them running in parallel. This feature comes from how the IoT Platform is 

designed and enables a tight coupling with it. As described in deliverable D2.3, the 

bidirectional information flow to and from the Field can run either through the Smart 

Lane channel or the Fast Lane one. This choice is made at design time and determines 

the technologies and means used to manage the information channel, which in turn 

have an impact on the availability of data handling features and on the overall runtime 

performance of the combined IoT and FI Platforms’ middleware functionality.  

The IoT Platform’s Smart Lane is tailored for heterogeneous Field environments 

where different kinds of Smart Systems and IoT devices expose proprietary data 

models. In this scenario, the Smart Lane can wrap a semantic layer (meta-data) 

around Field data, mapping system-specific concepts to any custom reference domain 

ontology provided by the user. Data-consuming applications can then be designed 

using the ontology as a unified data model, instead of trying to bridge the gap 

between all the different Field systems. This convenient feature however comes at a 

price: data items are transferred in RDF/XML form
8
 with the additional payload of 

semantic annotations. Quite obviously this is not very efficient, performance-wise: 

only systems that do not mandate a tight Field-Cloud control loop can be 

implemented this way.  

In contrast, The IoT Platform’s Fast Lane comes to help when strict timing of 

communication is a requirement. Typical Fast Lane scenarios are those where Field 

systems are homogeneous and/or applications are specifically designed to interface 

them. Raw data items travel as ECMA-404 JSON
9
 payload of HTTP messages, and this 

sums up to a simpler and lighter data exchange protocol. That said, even the Fast Lane 

is not meant as a real-time channel: for that, only the embedded controllers of Smart 

Systems can provide the required reactivity.  

In the FI Platform, the Smart Lane is integrated by the OpenIoT Middleware and the 

Fast Lane by the FIWARE Orion Context Broker (see their detailed descriptions in the 

Components section below). The choice of these specific modules is a consequence of 

the corresponding components adopted in the IoT Platform: OpenIoT Wrappers and 

FIWARE IDAS Agents, respectively [2]. The two lanes are also interconnected by a 

bridge component, in such way that applications connected to the Orion Context 

broker can indirectly access Smart Lane messages.  

2.2.2. Big Data & Event Processing  
Processing and analysing information in Big Data scenarios is a key capability of any 

modern IT platform for manufacturing. Big Data analytics is a hot topic nowadays, as it 

can give manufacturing companies new insights on how to improve their processes and 

resources. According to a 2014 industry study [4], the functional areas that may benefit 

                                                 
7
 No relationship with the Enterprise Service Bus (ESB) concept.  

8
 https://www.w3.org/TR/rdf-syntax-grammar/   

9
 http://www.ecma-international.org/publications/files/ECMA-ST/ECMA-404.pdf  

https://www.w3.org/TR/rdf-syntax-grammar/
https://www.w3.org/TR/rdf-syntax-grammar/
http://www.ecma-international.org/publications/files/ECMA-ST/ECMA-404.pdf
http://www.ecma-international.org/publications/files/ECMA-ST/ECMA-404.pdf
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the most from advanced analytics are plant operation, asset management and 

maintenance, supply chain and inventory management, service and aftermarket, sales 

and customer management, financial and support services.  

The FI Platform does not provide off-the-shelf solutions but rather a framework for 

addressing Big Data and Event Processing problems in CPPS: real-time and historical 

information collected from the Field and the Factory is dispatched to powerful 

processing engines through the Information Bus (see previous section) and is 

therefore analyzed in order to discover new behavioural patterns. These may then be 

used either to redesign business processes or to define new data processing rules that 

address newly-discovered behaviours in a specific way. The latter approach is actually 

an implementation of the machine learning paradigm: in the manufacturing context, it 

enables CPPS to dynamically adapt themselves to changes in the environment (e.g., 

auto-reconfiguration of production lines), to predict failures in machinery or products 

(e.g., proactive maintenance based on process drift) and/or to optimize the processes 

according to field measurements (e.g., energy-savvy production).  

In the FI Platform, FIWARE Cosmos and FITMAN DyCEP are the components in 

charge of the Big Data and Event Processing functional domain. Together, they cover 

online (real-time) and offline (batch) scenarios. Moreover, they can exploit the synergies 

of both: offline processing used to define rules for the online part.     

2.2.3. Monitoring  
Monitoring is arguably the most basic functionality expected from any CPPSsupporting 

platform. In the FI Platform, this is done following three distinct approaches.  

At the lowest level, raw data flowing through the Information Bus can be traced and 

displayed in real-time on a web-based UI. This kind of interaction is suitable for 

simple administration, maintenance and technical assessment tasks. The platform 

component responsible for this is FIWARE Wirecloud. Typically, Wirecloud users will 

define custom dashboards to keep an eye on the conversations going on between Field 

devices and Cloud applications.  

More application-specific, higher-level monitoring tasks are supported by the i-LiKe 

platform. This focuses on the lifecycle of products, and – as for the Big Data & Event 

Processing subsystem – is more a framework than a solution: it needs ad-hoc customization 

to suit the needs of specific scenarios and use cases.  

Finally, i-LiKe Machine is a fully-fledged solution that keeps under control the daily 

operations and the maintenance schedule of complex industrial machinery. Its users are 

both machine producers, who can offer advanced post-sale services, and their 

customers, who can receive timely alerts in case of technical problems.  

2.2.4. Collaboration  
Collaboration as well as monitoring is the topmost conceptual level of the FI Platform. 

It comprises three modules – FITMAN CAM, FITMAN DyVisual and Virtual Obeya 

– that are mainly focused on users that operate concurrently and interactively through 

a web interface; typically, team members that need to cooperate on some common 

task. Interestingly enough, two of these modules belong to the  
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Virtual World – i.e., tools for design-time operations on CPPS, as opposed to the 

Digital World that is the realm of runtime interactions – while the third module lives 

somewhat across the border.   

  

FITMAN CAM (Collaborative Asset Management), the borderline component, is 

basically the administrative interface of a shared knowledge repository of 

manufacturing assets: real-world items of interest that need to have a 

machinereadable description published somewhere (asset virtualization) and that are 

defined by stakeholders in a collaborative way. CAM is considered a Digital World 

component because of its integration with the Information Bus: virtualized assets are 

accessible to manufacturing applications in the same way as entities on the Shopfloor, 

so that CAM users can actually define a virtual view of the Factory for applications to 

consume.  

  

FITMAN DyVisual is also about collaborative editing of some common object: in this 

case, however, the target is information having a 3D visual representation – e.g., CAD 

models. DyVisual is not a model editor but just a web-based, interactive 3D navigator 

that can keep the presentation in-sync with changes applied concurrently by external 

tools to common data. However, being Cloud-based makes it a useful extension to 

traditional (workstation-based) CAD tools, opening up the design process.  

  

Finally, Virtual Obeya supports team collaboration by itself, regardless of goals. It 

provides a Cloud-oriented implementation of the popular obeya paradigm: virtual 

rooms where people meet and can interact with live information posted on “walls”. 

Here, the information stream may come from the Shopfloor / Factory through the 

Information Bus.  
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3. Components 

In this section we provide a functional description and an overview on the technology 

of FI Platform software components. As already mentioned in the introduction, 

foreground components are those that have been developed or modified in the scope 

of the BEinCPPS project, while background ones are pre-existing assets which have 

been adopted in BEinCPPS with no change with respect to their original release. 

Components are also distinguished between open source and proprietary: the former 

being those available for free in source code form, the latter being subject to a 

commercial license.  

3.1. Background components  

3.1.1. Open source components  

3.1.1.1. OpenIoT Middleware  
The communication engine of the OpenIoT Middleware component is the RabbitMQ 

message broker
10

, which supports the Advanced Message Queuing Protocol 

(AMQP)
11

 – i.e., a technology- and platform-independent OASIS
12

 standard for 

asynchronous messaging. Off-the-shelf, RabbitMQ provides:  

• Server clustering (multiple instances acting as a single one) or federation 

(multiple loosely coupled instances sharing similar configuration and policies) 

• Highly available message queues: the capability of mirroring persistent queues 

on all instances of a cluster 

• Flexible message routing: the capability of applying custom logic to incoming 

messages in order to dispatch them to specific queues  User-friendly 

management UI. 

The RabbitMQ server is implemented in the Erlang language
13

 and is released by 

Pivotal Software
14

 under the Mozilla Public License v1.1
15

. Major artefacts are 

available at the following locations:   

• Download of binary distribution for several platforms (Windows and Linux): 

https://www.rabbitmq.com/download.html 

• Online documentation: https://www.rabbitmq.com/documentation.html 

• Access to source code: https://github.com/rabbitmq 

The knowledge base used by the OpenIoT Wrappers (IoT Platform) to annotate Field 

messages is done by means of OpenLink Virtuoso OpenSource Edition
16

, which 

                                                 
10

 https://www.rabbitmq.com/  
11

 https://www.amqp.org/  
12

 https://www.oasis-open.org/  
13

 Erlang is a programming language with explicit support for soft real-time systems:  

https://www.erlang.org/   
14

 http://pivotal.io/   
15

 https://www.rabbitmq.com/mpl.html   
16

 http://virtuoso.openlinksw.com/dataspace/doc/dav/wiki/Main/VOSIntro  

https://www.rabbitmq.com/download.html
https://www.rabbitmq.com/documentation.html
https://github.com/rabbitmq
https://www.rabbitmq.com/
https://www.rabbitmq.com/
https://www.amqp.org/
https://www.amqp.org/
https://www.oasis-open.org/
https://www.oasis-open.org/
https://www.erlang.org/
https://www.erlang.org/
http://pivotal.io/
http://pivotal.io/
https://www.rabbitmq.com/mpl.html
https://www.rabbitmq.com/mpl.html
http://virtuoso.openlinksw.com/dataspace/doc/dav/wiki/Main/VOSIntro
http://virtuoso.openlinksw.com/dataspace/doc/dav/wiki/Main/VOSIntro
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implements an object-relational database with excellent support for RDF
17

 entities 

and for SPARQL
18

 queries that can reason on most RDFS
19

 and OWL
20

 predicates.  

Virtuoso OpenSource Edition is implemented mainly in the C language; compilation 

is supported on several Unix platforms including Linux and Mac OS X, but not on 

Windows. It is released by OpenLink Software
21

 under the GNU General Public 

License (GPL) v2
22

. Major artefacts are available at the following locations:  

• Download of binary distribution (Windows 64-bit only): 

http://virtuoso.openlinksw.com/dataspace/doc/dav/wiki/Main/VOSDownload 

• Online documentation: 

http://virtuoso.openlinksw.com/dataspace/doc/dav/wiki/Main/VOSTutorial 

• Access to source code: https://github.com/openlink/virtuoso-opensource 

The OpenIoT Middleware component is required in order to interface Cloud 

applications to the Smart Lane of the IoT Platform.  

3.1.1.2. FIWARE Orion Context Broker  
FIWARE Orion Context Broker (OCB)

23
 is an implementation of the OMA NGSI

24
 

standard with a HTTP/REST binding. It is a key Generic Enabler of the FIWARE 

core platform for data/context management. OCB allows the management of the 

whole lifecycle of contexts - i.e., simple object-oriented data models that expose on 

the Cloud the public interface of any kind of real-world (hardware) or virtual 

(software) “entity” that produces/consumes data. Contexts can be updated, queried, 

registered and subscribed to. Subscribers are notified when any context element 

changes. Similarly to the message queues in the OpenIoT Middleware component, 

OCB supports context persistence, which is managed by an integrated MongoDB
24

 

instance.   

FIWARE OCB is implemented in the C++ language and only runs on recent Linux  

CentOS/RedHat platforms. It is released by Telefonica I+D
25

 under the GNU Affero 

General Public License (AGPL) v3
26

. Major artefacts are available at the following 

locations:  

• Download of binary distribution: from a CentOS/RedHat system, use the yum 

package manager (instructions here: 

https://fiwareorion.readthedocs.io/en/develop/admin/install/index.html) 

• Online documentation: 

https://fiware-orion.readthedocs.io/en/develop/index.html 

• Access to source code: https://github.com/telefonicaid/fiware-orion 

                                                 
17

 Resource Description Framework: https://www.w3.org/RDF/   
18

 RDF Query Language: https://www.w3.org/TR/rdf-sparql-query/   
19

 RDF Schema: https://www.w3.org/TR/rdf-schema/   
20

 Web Ontology Language: https://www.w3.org/TR/owl2-overview/   
21

 http://www.openlinksw.com/  
22

 http://virtuoso.openlinksw.com/dataspace/doc/dav/wiki/Main/VOSLicense  
23

 http://catalogue.fiware.org/enablers/publishsubscribe-context-broker-orion-context-broker 
24

 

Open Mobile Alliance, New Generation Services Interface: 

http://technical.openmobilealliance.org/Technical/technical-information/release-

program/currentreleases/ngsi-v1-0   
24

 https://www.mongodb.com/   
25

 http://www.tid.es/   
26

 https://github.com/telefonicaid/fiware-orion/blob/master/LICENSE 

http://virtuoso.openlinksw.com/dataspace/doc/dav/wiki/Main/VOSDownload
http://virtuoso.openlinksw.com/dataspace/doc/dav/wiki/Main/VOSTutorial
https://github.com/openlink/virtuoso-opensource
https://fiware-orion.readthedocs.io/en/develop/admin/install/index.html
https://fiware-orion.readthedocs.io/en/develop/admin/install/index.html
https://fiware-orion.readthedocs.io/en/develop/admin/install/index.html
https://fiware-orion.readthedocs.io/en/develop/index.html
https://github.com/telefonicaid/fiware-orion
https://www.w3.org/RDF/
https://www.w3.org/RDF/
https://www.w3.org/TR/rdf-sparql-query/
https://www.w3.org/TR/rdf-sparql-query/
https://www.w3.org/TR/rdf-schema/
https://www.w3.org/TR/rdf-schema/
https://www.w3.org/TR/owl2-overview/
https://www.w3.org/TR/owl2-overview/
http://www.openlinksw.com/
http://www.openlinksw.com/
http://virtuoso.openlinksw.com/dataspace/doc/dav/wiki/Main/VOSLicense
http://virtuoso.openlinksw.com/dataspace/doc/dav/wiki/Main/VOSLicense
http://catalogue.fiware.org/enablers/publishsubscribe-context-broker-orion-context-broker
http://catalogue.fiware.org/enablers/publishsubscribe-context-broker-orion-context-broker
http://technical.openmobilealliance.org/Technical/technical-information/release-program/current-releases/ngsi-v1-0
http://technical.openmobilealliance.org/Technical/technical-information/release-program/current-releases/ngsi-v1-0
http://technical.openmobilealliance.org/Technical/technical-information/release-program/current-releases/ngsi-v1-0
http://technical.openmobilealliance.org/Technical/technical-information/release-program/current-releases/ngsi-v1-0
https://www.mongodb.com/
https://www.mongodb.com/
http://www.tid.es/
http://www.tid.es/
https://github.com/telefonicaid/fiware-orion/blob/master/LICENSE
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The FIWARE OCB module is required in order to interface Cloud applications to the 

Fast Lane of the IoT Platform. Moreover, the NGSI API is the FIWARE standard for 

real-time data exchange and is natively supported by other Generic Enablers of the FI 

Platform, like Wirecloud and Cosmos (see the dedicated sections below).  

3.1.1.3. FIWARE Wirecloud  
FIWARE Wirecloud

27
 is a platform for building and running web application 

mashups. Mashups integrate heterogeneous data, application logic (back-end 

components) and widgets (front-end components) to create new coherent and 

valueadding composite applications. Doing mashups with Wirecloud does not require 

programming skills, as long as the required building blocks are already available for 

selection in a catalogue. Wirecloud comes with a basic set of standard components in 

its default catalogue, mostly focused on the integration with FIWARE Orion Context 

Broker. Custom components can also be developed to meet specific requirements. 

The online wiring editor allows any user (without programming skills) to integrate 

front-end and back-end components on a blank canvas, by means of a friendly 

dragand-drop web interface. The resulting composite user interface can then be shared 

with other users. This development paradigm is extremely useful for rapid 

prototyping of web applications and for creating simple dashboards that monitor a 

CPPS.  

FIWARE Wirecloud is implemented in the Python language, and can run on any 

platform where a Python runtime is available. Wirecloud also comes as a pre-installed 

service in a Docker
28

 image. It is released by the CoNWeT Lab of Universidad 

Politécnica de Madrid (UPM)
29

 under the GNU Affero General Public License 

(AGPL) v3. Major artefacts are available at the following locations:  

• Installation on a Python-enabled Linux system: 

https://conwet.fi.upm.es/wirecloud/tryit 

• Installation in a Docker container (any OS): 

https://hub.docker.com/r/fiware/wirecloud/ 

• Online documentation: https://conwet.fi.upm.es/wirecloud/docs 

• Access to source code: https://github.com/Wirecloud/wirecloud 

FIWARE Wirecloud is an optional module of the FI Platform that can support users in 

the rapid creation of prototype applications that can easily integrate with shopfloor 

IoT devices and Smart Systems through the mediation of the Information Bus. 

Widgets are available off-the-shelf for integration with the Fast Lane; widgets for 

integration with the Smart Lane (i.e., OpenIoT Middleware) will possibly be 

delivered by the BEinCPPS project as foreground components of the FI Platform by 

M24.  

3.1.1.4. FIWARE Cosmos  
FIWARE Cosmos

30
 is a FIWARE wrapper of the open source Apache Hadoop

31
 

distributed computing engine. Hadoop allows for the distributed processing of large 
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data sets on computing clusters using the MapReduce programming model
32

. It is 

designed to scale up from single servers to thousands of machines, each offering local 

computation and storage. Moreover, it can detect and handle failures of individual 

nodes in order to deliver a highly-available service. Among its modules, the Hadoop 

Distributed File System (HDFS) is worth mentioning as it provides high-throughput 

access to application data across all the nodes of a cluster.  

Cosmos is basically an integration layer that adds support for FIWARE security (the 

KeyRock identity manager
33

, which implements OAuth2.0 standard
34

 for user 

authorization) and for the extraction of Big Data streams from FIWARE Orion 

Context Broker, using its NGSI REST-based API.    

Hadoop and Cosmos are implemented in the Java language and are known to run on  

Linux and Windows machines. Hadoop is released by the Apache Software  

Foundation
35

 under the Apache 2.0 license
36

, while Cosmos is owned by Telefonica 

I+D and is covered by the GNU Affero General Public License (AGPL) v3. Major 

artefacts are available at the following locations:  

• Apache Hadoop binary distribution and source code: 

http://hadoop.apache.org/releases.html 

• Apache Hadoop online documentation: http://hadoop.apache.org/docs/stable/ 

• Cosmos binary distribution: not available (build from source is required) 

• Cosmos online documentation: http://fiware-cosmos.readthedocs.io/en/latest/ 

• Access to Cosmos source code: https://github.com/telefonicaid/fiware-cosmos 

• Access to the source code of Cygnus, the connector for Orion Context Broker 

data: https://github.com/telefonicaid/fiware-cygnus 

In the FI Platform context, FIWARE Cosmos is the enabler of Big Data Processing 

capabilities. Massive input data streams can not only flow through the Fast Lane of 

the Information Bus (i.e., FIWARE OCB), but also be delivered directly to HDFS by 

means of a REST API.  

3.1.1.5. FITMAN DyCEP  
FITMAN DyCEP represents a new generation of CEP (Complex Event Processing) 

systems which support adaptable real-time processing of IoT data. Several processing 

elements are connected in a way that ensures maximum efficiency of the processing 

task. DyCEP’s infrastructure is based on Apache Storm
37

, the open source engine for 

real-time (streaming) data processing. Storm uses custom created spouts and bolts to 

define information sources and to allow real-time distributed processing of streaming 

data. DyCEP defines one spout for receiving data and three bolts for data processing, 

which are of the following types:  

• Esper4FastData, responsible for static processing of simple event patterns in 

scenarios where scaling is not required; 

• ESPER-1, responsible for dynamic processing of complex patterns with 

horizontal scaling support (several bolt instances can be generated on 

demand); 
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• GCM, enabling the delivery of notification to mobile phones who subscribe to 

CEP patterns. The creation of the CEP patterns can be done manually or by 

using a specialized mobile-based pattern editor. 

FITMAN DyCEP is implemented in the Java language and is released by Nissatech 

Innovation Centre
38

 under the Apache 2.0 licence. Major artefacts are available at the 

following locations:  

• Binary distribution: not available (follow instructions in installation manual) 

• Installation manual: https://goo.gl/xZD9zm 

• User manual: https://goo.gl/H7qmuo 

• Access to source code: https://github.com/Nissatech/DyCEP 

In the FI Platform context, FITMAN DyCEP is the key component for processing 

Field information coming from the Fast Lane of the Information Bus – i.e., before 

data reaches the application layer. This comes handy when applications must be 

shielded from the complexity of the Field. E.g., DyCEP can filter out events, or even 

identify patterns and trends in event streams and only notify applications when some 

situation of interest is detected, as in situation awareness scenarios. More 

importantly, such processing can be (re)configured on-the-fly by Cosmos tasks that 

learn new strategies from historical data that is processes offline in large batches 

(machine learning).  

3.1.1.6. FITMAN DyVisual  
FITMAN DyVisual is a web-based, interactive 3D visualization tool for models and 

data represented in the XML3D format
39

. Three dimensional (3D) displayed data can 

be navigated (rotated, zoomed in / out, “fly” inside) while the display is always kept 

in-sync with any concurrent modification occurring on the model data itself, so that 

the tool can be used as an enabler for collaborative engineering processes. From the 

technical viewpoint, DyVisual wires together two FIWARE Generic Enablers: 

FiVES
40

 and 3D-UI-XML3D
41

.  

FiVES (Flexible Virtual Environment Server) is a server platform capable of 

maintaining shared data synchronized across multiple client applications and is 

optimized for 3D scenarios. It is implemented in the C# language and runs on 

Windows and Linux systems that are extended by the Mono framework
42

. It is 

released by DFKI, as part of the FIWARE project, under the GNU Lesser General 

Public License (LGPL) v3.  

3D-UI-XML3D is a client library for web browsers that extends their HTML 

rendering capabilities to support XML3D data. It is implemented in JavaScript using 

the WebGL framework
43

. It is released by DFKI, as part of the FIWARE project, 

under a specific open-source license
44

.  
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FITMAN DyVisual, by itself, is just a web application that is used as a front-end 

server to deploy use-case specific customizations. It is also released by DFKI, as part 

of the FITMAN project, under the GNU Lesser General Public License (LGPL) v3. 

Major artefacts are available at the following locations:  

• FiVES binary distribution: not available (build from source is required) 

• FiVES online documentation: http://fives.readthedocs.io/en/latest/index.html 

 FiVES access to source code: https://github.com/fives-team/FiVES 

• 3D-UI-XML3D library for inclusion in web pages: 

http://www.xml3d.org/xml3d/script/xml3d.js 

3D-UI-XML3D online documentation: 

• 3D-UI-XML3D access to source code: 

• DyVisual source code of customization examples: 

https://github.com/kufischer/DyVisual 

In the FI Platform context, FITMAN DyVisual is an optional front-end for 

collaborative design of CPPS. For this reason, according to the BEinCPPS 

threeworlds classification of assets, it belongs to the Virtual World – i.e., the design-

time area where engineering tools are grouped. It does not come with off-the-shelf 

integration with the runtime components of the FI Platform: if required for specific 

purposes, integration should be implemented on an ad-hoc basis.  

3.1.2. Proprietary components  

3.1.2.1. i-LiKe  
i-LiKe (Intelligent Lifecycle Knowledge) is an advanced modular platform that offers 

several benefits to manufacturing by delivering value out of the data collected during 

the product lifecycle. Indeed, i-LiKe supports the optimisation of the whole product 

lifecycle (Product Lifecycle Knowledge), the improvement of quality, cost reduction 

and consequently competitiveness of the producer.  

The i-LiKe platform follows a modular approach that allows to:  

• save resources, thanks to a precise monitoring and management of design, 

production and logistic processes; 

• monitor the product lifecycle during each phase; 

• create a feedback loop where data collected along the product lifecycle can be 

used to improve, correct and design new products; 

• keep under control the overall quality of the product; 

• identify criticalities and variations in the product that could compromise its 

quality; 

• offer valuable data and services to support the post-sale phase, as improved 

service and support to maintenance activities. 

Thanks to the platform’s modularity, it is possible to follow the entire product 

lifecycle, from its design to its management and then to its disposal or reuse. i-LiKe 

can also be used remotely via a cloud infrastructure and integrates all of the most 

common and used management systems (“classical” PLM, mostly focused on the 

design phase and on the integration with CAD systems, such as ARAS), improving 

the PLM strategies.  
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The i-LiKe Platform is commercial software released by Holonix Srl
45

. For more 

information please refer to the product’s web page: http://www.holonix.it/i-

likeplatform/  

In the FI Platform context, the i-LiKe Platform is connected to the Field through the 

Information Bus. Such connection is implemented by means of a custom integration 

layer that is not part of this first version of the FI Platform: an ad-hoc foreground 

component is planned for the second and final release (M24).   

3.1.2.2. Virtual Obeya  
Virtual Obeya is a dynamic web environment that supports working teams and virtual 

cooperation. It enables the creation of virtual working rooms (called obeyas
46

) where 

tools with intuitive graphical interfaces allow the monitoring of activities, assets and 

resources and enable distributed working teams to collaborate on design, production, 

and maintenance activities in a synchronous or asynchronous modality.  

Virtual Obeya provides a timeless and spaceless environment for collaborative 

product development and production planning that can be populated, like walls in a 

physical room, with the user interfaces (widgets) of web-based tools, either developed 

specifically for a project or already available on the market or used within a company. 

The system allows to create the obeyas, to populate them with widgets, to invite 

people to access them (different privileges can be granted to users) and to set up 

virtual meetings for a given obeya.  

To enable the integration of Virtual Obeya with other systems, an API has been 

defined and implemented through a set of REST web services. These allow third party 

software to manage Virtual Obeya items without using the web UI – e.g., defining 

obeyas remotely from another application.   

Virtual Obeya is commercial software released by Holonix Srl. For more information 

please refer to the product’s web page: http://www.virtualobeya.com/   

In the FI Platform context, Virtual Obeya is indirectly connected to the Field through 

the mediation of i-LiKe Machine and Wirecloud: native widgets running on both 

environments can be displayed on the virtual walls of obeyas.   

3.2. Foreground components  

3.2.1. Open source components  

3.2.1.1. FITMAN CAM  
FITMAN Collaborative Asset Management (CAM) is a platform for the online 

management of virtualized Assets. FITMAN CAM, originally released as a FITMAN  

Specific Enabler
47

, is based on the Eclipse RDF4J (formerly known as OpenRDF  

Sesame)
48

 ontology repository, which leverages open standards like Resource  
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Description Framework (RDF)
49

, RDF Query Language (SPARQL)
50

 and Web 

Ontology Language (OWL2)
51

. On top of these, FITMAN CAM adds a web service 

layer exposing a REST API and a web UI layer providing an interactive, user-friendly 

front-end. Overall, it allows applications and web user to define and manage Asset 

Classes, Asset Models and individual Assets starting from a common domain 

ontology that can be imported and customized in place. Once created, individual 

Assets can be optionally exposed as a NGSI context
52

, in order to be integrated into 

FIWARE-based applications.   

FITMAN CAM is composed by two modules: CAM-Service and CAM-UI.  

CAM-Service is a web application with no user interface. It provides a REST-based 

abstraction on top of the reference ontology that is stored in the RDF4J repository. By 

means of API calls, applications can query the reference ontology: CRUD operations 

are allowed on Classes, Models, Assets, Attributes, Relationships and Owners. 

CAMService also implements the integration with the FIWARE Orion Context 

Broker. CAM-UI is a web application which provides a user interface for exploiting 

the API interactively. CAM allows user to create, read, update and delete Classes, 

Models, Assets, Attributes, Relationships and Owners through a web interface.  

CAM is implemented in the Java language and runs on any OS that provides a 

standard Java 1.8 (or higher) runtime environment. It is released by Engineering 

SpA
54

 under the Apache 2.0 license. Major artefacts are available at the following 

locations:  

• Download of binary distribution: 

o CAM-Service ftp://repo.nimbus-ware.com/beincpps/CAMService.war 

o CAM-UI ftp://repo.nimbus-ware.com/beincpps/CAM.war 

• Online documentation: 

o User Manual: https://github.com/BEinCPPS/fitman-cam/wiki/User- 

Manual o Admin Manual: 

https://github.com/BEinCPPS/fitmancam/wiki/Administr

ation-Manual 

o API documentation: 

https://github.com/BEinCPPS/fitmancam/wiki/API-Documentation 

• Access to source code: https://github.com/BEinCPPS/fitman-cam 

In the FI Platform context, FITMAN CAM is connected to the Field through the Fast 

Lane of the Information Bus: a built-in adapter provides the capability for Assets to 

be exposed as NGSI contexts on FIWARE OCB.  

3.2.2. Proprietary components  

3.2.2.1. i-LiKe Machine  
i-LiKe Machine is a web platform aimed at the monitoring of industrial machines, as, 

for example, CNC machines and assembly lines working on several stations. It offers 
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a suite of components for retrieving, organising and visualising in near-real time data 

that are relevant to know the history and the current status of a machine.  

These components can be combined to offer customised solutions. Machine producers 

can offer improved post-sale services but also obtain valuable information on the 

behaviour of their products. Machine users can monitor the status of the machine and 

receive alerts, by means of user-friendly mobile applications, in case of problems.  

The core of the solution consists of a cloud platform, a set of gateways to read data 

from the field and a set of web and mobile apps to present data to the users. The cloud 

platform is in charge of the following four main tasks:  

• Storing of the relevant information collected during the machine lifecycle, 

as the manufacturers, resellers and users master data 

• Maintaining a complete representation, at any moment, of the machine 

current status 

• Keeping track of the machine status history 

• Detecting alarms and anomalous conditions on machines and notifying 

users and maintainers about them. 

To feed the cloud platform, data must be collected from the machines and production 

lines. This is achieved by implementing a software component (gateway) that talks to 

the machine, does the basic computations that are easy to be performed with low 

latency access to the machine and sends the data in a secure way to the cloud 

platform’s API. This part is often customised to the specific machine, as protocols 

might change across various machines types and might be proprietary. On top of the 

cloud platform, domain specific web and mobile apps can be built, exploiting the data 

collected for different stakeholders.  

i-LiKe Machine is commercial software released by Holonix. For more information 

please refer to the product’s web page: http://www.holonix.it/i-like-machines/  

obeyas.   

4. Conclusions 

This document introduces the BEinCPPS FI Platform and provides a general 

description of each of its software components. The FI Platform is the key asset for 

the enablement of the Cloud dimension in BEinCPPS-inspired systems. Integration is 

the added value of the platform with respect to what is delivered by its separate 

modules: connecting together functional domains and horizontal layers that, while 

relatively independent, cooperate to enable complex Field-Factory-Cloud interactions. 

Moreover, cross-cutting concerns like security are addressed in a common standard 

way that helps system integrators building complex architectures that are safe for 

realworld enterprise use.  

Going beyond internal integration, the FI Platform also integrates well with the  

Factory dimension – which, in the BEinCPPS context, is represented by the IoT 

Platform. Its two-lanes design, in fact, is specifically tailored to fit the IoT Platform’s 

dual path for information flow: site-specific implementation choices are fully 

supported along the path from Field to Cloud.  
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That said, it should also be clear that the FI Platform is still a work in progress. The 

current version of the prototype has been deployed on a common cloud environment 

(CCE) as part of WP3.2 (Digital World Components Deployment), the results of 

which have been published as deliverable D3.3. This delivery does not yet include the 

integration with the IoT Platform, which is in the scope of WP2.5 (Federated 

Platforms Integration) and will be implemented by M9 as deliverable D2.9. 

Moreover, foreground components are still lacking some of their features and, at the 

platform level, security is yet to be implemented.   

The following Figure 2 shows all the platform’s components in the perspective of 

their internal integration, with foreground ones highlighted in orange. Dim-colour 

boxes – Smart Lane integration of Wirecloud and i-LiKe and the Fast/Smart Lane 

Bridge – represent foreground platform features that are planned for release on the 

second iteration of WP2.  

 
Figure 2 - FI Platform components status  

By month 27, a second release cycle will develop (D2.6), deploy (D3.4)  and integrate 

(D2.10) a revised version of the platform that will extend its capabilities and fully 

implement security. However, the evolution of all the BEinCPPS platforms will also 

be driven by the actual experimentation taking place in the five industrial pilots. For 

this reason, the roadmap for the second iteration is not written in stone, and 

significant adjustments to the current architecture will have to be considered in the 

face of new requirements and/or lessons learned.  

5. References 

[1] K. Fischer, D. Rotondi, M. Isaja, A. Geven, M. Rooker, E. Coscia, L. 

Aştefănoaei, S. Voss, A. Jara: BEinCPPS Architecture & Business Processes. 

BEinCPPS Deliverable D2.1, February 2016  

[2] G. Inches, O. Botti, M. Isaja, E. Coscia, A. Jara: IoT Platform Federation. 

BEinCPPS Deliverable D2.3, May 2016  

[3] M. Rooker, D. Todoli, N. Stojanovich, L. Aştefănoaei, M. Isaja, J. Cadavid, L.  

Aştefănoaei, B. Götz: Smart Systems Platform Federation. BEinCPPS 

Deliverable D2.7, May 2016  

[4] R. Records: Manufacturers Connect the Dots with Big Data and Analytics. 

White paper, CSC, 2014. 



Deliverable D2.5  

 

http://assets1.csc.com/big_data/downloads/820421_Smart_Manufacturing_W

hitepaper_v13.pdf   

6. Appendix 1 – Factsheets 

FITMAN CAM: BEinCPPS D2.5 FI Platform Federation Factsheet #1.pdf i-LiKe 

Machine: BEinCPPS D2.5 FI Platform Federation Factsheet #2.pdf  

http://assets1.csc.com/big_data/downloads/8204-21_Smart_Manufacturing_Whitepaper_v13.pdf
http://assets1.csc.com/big_data/downloads/8204-21_Smart_Manufacturing_Whitepaper_v13.pdf
http://assets1.csc.com/big_data/downloads/8204-21_Smart_Manufacturing_Whitepaper_v13.pdf
http://assets1.csc.com/big_data/downloads/8204-21_Smart_Manufacturing_Whitepaper_v13.pdf


 

 1 

 

Innovation Action Project  

HORIZON 2020 - EU.2.1.5. - Ref. 680633  

 

D2.5 - Future Internet Platform Federation  

Factsheet #1    

Collaborative Asset Management   

 

Lead Author:ENGINEERING 

With contributions from: ENGINEERING 

Delivery DATE: September 2016 

  



 

 Page 2 12  

Deliverable D2.5  –   Factsheet #1   

 H2020-EU.2.1.5. Ref 680633      Page  of 12  

Table of contents  

1. Short Description of the component ......................................................................... 3 

2. Summary of main functionalities .............................   ............................................. 3 

3. BeInCPPS specific developments ..............................         ..................................... 3 

4. Hardware and Software Prerequisites ....................................................................... 6 

5. Preparing the Base Reference Ontology ................................................................... 6 

6. Installing and Configuring CAM .............................................................................. 7 

7. Building from source code ....................................................................................... 7 

8. Documentation ......................................................................................................... 8 

9. Literature                      8 

  



 

 3 

Deliverable D2.5  –   

1. Short Description of the component 

Collaborative Asset Management (CAM) is a platform for the online management of 

virtualized Asset. It was originally released as a FITMAN Specific Enabler
53

, and is now a 

federated component of the BEinCPPS Future Internet Platform.  

CAM is based on the Eclipse RDF4J ontology repository, which leverages open standards 

like Resource Description Framework (RDF), RDF Query Language (SPARQL) and Web 

Ontology Language (OWL2). On top of these, CAM adds a web service layer exposing a REST 

API and a web UI layer providing an interactive, user-friendly front-end.  

CAM allows applications and web user to define and manage Asset Classes, Asset Models 

and individual Assets starting from a common domain ontology that can be imported and 

customized in place. Once created, individual Assets can be optionally exposed as a NGSI
54

 

context, in order to be integrated into FIWARE-based applications (see the FIWARE Orion 

Context Broker
55

 documentation  for more details).  

2. Summary of main functionalities 

This CAM release contains two modules,  CAM-Service and CAM-UI.  

CAM-Service  

CAM-Service is a web application with no user interface. It provides a REST-based 

abstraction on top of the reference ontology that is stored in the RDF4J repository (not included: 

see installation instructions below). By means of API calls, applications can query the reference 

ontology: CRUD operations are allowed on Classes, Models, Assets, Attributes, Relationships 

and Owners. CAM-Service also implements the integration with the FIWARE Orion Context 

Broker and with FIWARE security.  

CAM-UI  

CAM-UI is a web application which provides a user interface for exploiting the CAMService 

API interactively. CAM-UI allows user to create, read, update and delete Classes, Models, 

Assets, Attributes, Relationships and Owners through a web interface.  

3. BeInCPPS specific developments 

With respect to the original FITMAN version, the BEinCPPS release has two new 

functionalities:   

• Integration with the FIWARE Orion Context Broker 

• Integration with FIWARE Security 

 FIWARE Orion Context Broker  

The FIWARE Orion Context Broker (OCB) is an implementation of the Publish/Subscribe 

Context Broker Generic Enabler, which provides the NGSI interface. CAM-Service is 

responsible for publishing individual Assets as NGSI contexts, and to ensure that both entities 

are kept in-sync in a bidirectional way. E.g., in CAM you can create an Asset with some  

Attributes and some values, and the back-end service will replicate your Attribute structure and 

values as an OCB context with the same name as your Asset. When you update Attribute values 

                                                 
53

 http://www.fiwareforindustry.eu/ (navigate to LAB/Virtual Factory/CAM)  
54

 http://technical.openmobilealliance.org/Technical/technical-information/release-

program/currentreleases/ngsi-v1-0   
55

 http://catalogue.fiware.org/enablers/publishsubscribe-context-broker-orion-context-broker  
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in CAM, your updates are reflected in the OCB context; when context values are updated by 

some external application, updates are propagated back to the CAM Asset.  

For detailed instructions on how to configure CAM integration with OCB, please refer to the 

Admin Manual.  

FIWARE Security  

Access to both CAM-UI and CAM-Service can be optionally restricted so that only 

authenticated / authorized users are allowed. This security layer is implemented following the 

same approach as in FIWARE: a centralized Identity Manager component which supports the 

OAuth 2.0
56

 standard (FIWARE KeyRock
57

) and provides secure digital identities to users and 

applications, and a PEP proxy (FIWARE Wilma
58

) that is responsible for enforcing access 

restrictions to web API endpoints in a transparent way.  

For detailed instructions on how to configure CAM with integrated FIWARE security, please 

refer to the Admin Manual.  

CAM-Service APIs  

API general rules  

The API follows the REST approach, exposing the relevant entities of the data model and 

operating on them via HTTP verbs.  

The encoding of data transferred as the body of API calls and responses is JSON. The JSON 

format is convenient as it is more compact than XML (important if low bandwidth connections 

are used) while still capable of representing complex data structures.  

The API use HTTP response codes to inform the caller about the outcome of requests. When 

the request is successful, the following rules are valid:  

• GET requests return 200 and the response body includes the requested entity; if the 

request is for a list of entities and no matching entity exists, the response body is an 

empty list 
• POST requests return 200 

• PUT requests return 204 

• DELETE requests return 301 

When the request is not successful, however:  

• GET request for specific entities that do not exist return 404 

• All errors related to user input are in the 4xx range 

• All errors related to a processing failure are in the 5xx range Usually, the response body 

also includes a short descriptive message.  

API description  

This is a summary of the resources and verbs exposed by the CAM-Service REST API, as 

available at the time of writing. As CAM is still evolving, please refer to the online 

documentation on GitHub (https://github.com/BEinCPPS/fitman-cam/wiki/API- 

Documentation) for the up-to-date and complete API documentation.  

                                                 
56

 http://oauth.net/2/   

57
 http://catalogue.fiware.org/enablers/identity-management-keyrock  

58
 http://catalogue.fiware.org/enablers/pep-proxy-wilma   
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Verb  
 

URI  Description  

GET  /classes   
 

Get all Classes  

GET  /classes/{className}   
 

Get Class name={className}  

POST  /classes   
 

Create Class   

PUT  /classes/{className}  
 

Update Class with name={className}  

DELETE  /classes/{className}  
 

Delete Class with name={className}  

GET  /assets   Get all Assets  

GET  /assets/{assetName}   Get Asset with name={assetName}  

GET  /assets?className=className   Get Assets of Class with name={className}  

POST  /assets   Create Asset  

PUT  /assets/{assetName}  Update Asset with name={assetName}  

DELETE  /assets/{assetName}  Delete Asset with name={assetName}  

GET  /assets/{assetName}/attributes  Get all attributes of Asset with name={assetName}  

GET  /assets/{assetName}/attributes/{attributeName}   
Get attribute with name={attributeName} of Asset with 

name={assetName}  

POST  /assets/{assetName}/attributes  Create attribute of Asset with name={assetName}  

PUT  /assets/{assetName}/attributes/{attributeName}  
Update attribute with name={attributeName} of Asset with 

name={assetName}  

DELETE  /assets/{assetName}/attributes/{attributeName}  
Delete attribute with name={attributeName} of Asset with 

name={assetName}  

GET  /assets/{assetName}/relationships  Get all relationships of Asset with name={assetName}  

GET  /assets/{assetName}/relationships/{relationshipName}  
Get relationships with name={relationshipName} of Asset with 

name={assetName}  

POST  /assets/{assetName}/relationships  Create relationships of Asset with name={assetName}  

PUT  /assets/{assetName}/relationships/{relationshipName}  
Update relationships with name={attributeName} of Asset with 

name={assetName{  

DELETE  /assets/{assetName}/relationships/{relationshipName}  
Delete relationships with name={attributeName} of Asset with 

name={assetName}  

GET  /models   Get all Models  

GET  /models/{modelName}   Get Model with name={modelName}  

GET  /models?className=className   Get Models of Class with name={modelName}  

POST  /models   Create Model  

PUT  /models/{modelName}  Update Model with name={modelName}  

DELETE  /models/{modelName}  Delete Models with name={modelName}  

GET  /models/{modelName}/attributes  Get all attributes of Model with name={modelName}  

GET  /models/{modelName}/attributes/{attributeName}   
Get attribute with name={attributeName} of Model with 

name={modelName}  

POST  /models/{modelName}/attributes  Create attribute of Model with name={modelName}  

PUT  /models/{modelName}/attributes/{attributeName}  
Update attribute with name={attributeName} of Model with 

name={modelName}  

DELETE  /models/{modelName}/attributes/{attributeName}  
Delete attribute with name={attributeName} of Model with 

name={modelName}  

GET  /models/{modelName}/relationships  Get all relationships of Model with name={modelName}  

GET  /models/{modelName}/relationships/{relationshipName}  
Get relationships with name={relationshipName} of Model with 

name={modelName}  
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POST  /models/{modelName}/relationships  Create relationships of Model with name={modelName}  

PUT  /models/{modelName}/relationships/{relationshipName}  
Update relationships with name={attributeName} of Model with 

name={modelName}  

DELETE  /models/{modelName}/relationships/{relationshipName}  Delete relationships with name={attributeName} of Model with  

  name={modelName}  

GET  /owners   Get all Owners  

GET  /owners/{ownerName}  Get Owner with name={ownerName}  

POST  /owners   Create Owner={ownerName}  

PUT  /owners/{ownerName}  Set OwnerName={ownerName}  

DELETE  /owners/{ownerName}  Delete Owner={ownerName}  

  

4. Hardware and Software Prerequisites  

HW prerequisites:  

• RAM: 2GB of free memory   Disk space: 20GB.  

SW prerequisites:  

• Hosting OS: any recent Windows (>= 7) or full Linux distribution; hosting on OS X 

may work but it is not supported  
• Java JDK

59
 1.8 or higher  

• Apache Tomcat
60

 v8 or higher  

• Eclipse RDF4J
61

 2.0 or higher    

    

To build CAM-UI and CAM-Service from source code the following software is also 

required:  

• Apache Maven
62

 3.2.3 or higher  

  

5. Preparing the Base Reference Ontology  

In order to  have CAM working you first need to install Eclipse RDF4J, as described below. 

CAM comes with a Base Reference Ontology (BRO) that you must load manually into your 

RDF4J repository before running CAM software. Once the BRO is installed, you will use CAM 

to extend it – i.e., add your own domain concepts.  

  

1. Download  the  BRO  file  from  GitHub: 

https://raw.githubusercontent.com/BEinCPPS/fitman-

cam/master/camservice/src/main/resources/onthology/export.rdf  
2. Download  RDF4J from http://rdf4j.org/download/   

3. Copy the RDF4J files rdf4j-server.war and rdf4j-workbench.war into   

<PATH_TO_TOMCAT>/webapps.  
4. Create the CAM repository in RDF4J:  

• Open a web browser and navigate to your rdf4j web application front-end:  

                                                 
59

 http://www.oracle.com/technetwork/java/javase/overview/index.html   
60

 http://tomcat.apache.org/   

61
 http://rdf4j.org/   

62
 https://maven.apache.org/   

https://raw.githubusercontent.com/BEinCPPS/fitman-cam/master/cam-service/src/main/resources/onthology/export.rdf
https://raw.githubusercontent.com/BEinCPPS/fitman-cam/master/cam-service/src/main/resources/onthology/export.rdf
https://raw.githubusercontent.com/BEinCPPS/fitman-cam/master/cam-service/src/main/resources/onthology/export.rdf
https://raw.githubusercontent.com/BEinCPPS/fitman-cam/master/cam-service/src/main/resources/onthology/export.rdf
https://raw.githubusercontent.com/BEinCPPS/fitman-cam/master/cam-service/src/main/resources/onthology/export.rdf
https://raw.githubusercontent.com/BEinCPPS/fitman-cam/master/cam-service/src/main/resources/onthology/export.rdf
http://rdf4j.org/download/
http://rdf4j.org/download/
http://rdf4j.org/download/
http://www.oracle.com/technetwork/java/javase/overview/index.html
http://www.oracle.com/technetwork/java/javase/overview/index.html
http://tomcat.apache.org/
http://tomcat.apache.org/
http://rdf4j.org/
http://rdf4j.org/
https://maven.apache.org/
https://maven.apache.org/
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<host>:<port>/rdf4j-workbench  

• Click on New Repository on top left  

• Fill the Id and Title form fields with the name “CAM_REPO” and click Next  

• Select persistence mode and click Finish. If repository creation was successful 

you will be redirected to the repositories summary.  
5. Click Add on the left side of the screen, in the Modify section  

6. Select the file BRO file you downloaded (step #1) and click Upload  

  

6. Installing and Configuring CAM  

In this chapter, we refer to the path of your Apache Tomcat installation as   

<PATH_TO_TOMCAT>. The two modules must be installed in the order defined below.  

  

CAM-Service  

1. Download the binary distribution of the CAM-Service module from 

ftp://repo.nimbusware.com/beincpps/CAMService.war    

2. Open the CAMService.war archive with a ZIP editor and edit the contained file 

/WEB-INF/classes/cam-service.properties : set properties according to your actual 

installation and environment, as in the example below:  

  
sesame.url=http://localhost:8080/openrdf-sesame/ 

sesame.namespace= http://www.example.eu/ontology/examplens#  

  

This configuration is required in order to allow CAM to connect and query the RDF4J 

repository
63

. Notice that the actual namespace is entirely up to you: this is the namespace in 

which RDF4J will place all items (i.e., classes, models, assets, etc.) that you create with CAM. It 

is strongly advised that you define a unique URL from a domain name that you – or your 

company – own.  

3. Move the modified CAMService.war file to <PATH_TO_TOMCAT>/webapps  
4. If required, start the Tomcat server  

5. Browse to <your_host>:<your_port>/CAMService to verify that everything 

works as expected  

  

CAM-UI  

1. Download the binary distribution of the CAM-UI module from 

ftp://repo.nimbusware.com/beincpps/CAM.war   

2. Move the CAM.war file to <PATH_TO_TOMCAT>/webapps  
3. If required, start the Tomcat server  

4. Browse to <your_host>:<your_port>/CAM to verify that everything works as 

expected  

  

7. Building from source code  

Source code is available on GitHub. Developers can download it using the git client:  

 git clone  https://github.com/BEinCPPS/fitman-cam.git  

                                                 
63

 The “sesame” prefix is there for historical reasons: Sesame is the “old” name of RDF4J.  

ftp://repo.nimbus-ware.com/beincpps/CAMService.war
ftp://repo.nimbus-ware.com/beincpps/CAMService.war
ftp://repo.nimbus-ware.com/beincpps/CAMService.war
ftp://repo.nimbus-ware.com/beincpps/CAMService.war
ftp://repo.nimbus-ware.com/beincpps/CAM.war
ftp://repo.nimbus-ware.com/beincpps/CAM.war
ftp://repo.nimbus-ware.com/beincpps/CAM.war
ftp://repo.nimbus-ware.com/beincpps/CAM.war
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The resulting project structure should be like this:  

<project_root>  

 |__cam  

 |__cam-service  

  

In the following steps we assume you have Maven properly installed in your environment, 

and that the mvn.exe program is in your PATH.  

  

CAM-Service  

1. Open a terminal/console window in <project_root>/cam-service  

2. Open pom.xml file; under the prod section, change all RDF4J-related information 

according to your actual installation and reference ontology, as in the example below:  
<sesame.url>http://localhost:8080/openrdf-sesame/</sesame.url> 

<sesame.namespace>http://www.example.eu/ontology/examplens#</ses 

ame.namespace>  

In order to have CAM connected with the RDF4J repository that we installed we should 

set these parameters as described in step 2, installation from binary files, so that we will not 

need to open and edit war file before deploying it.  

3. Type the command: mvn package –P prod.  

4. Get the resulting file 

<project_root>/camservice/target/CAMService.war and proceed as 

detailed in the CAM-Service installation instruction section above  

  

CAM-UI  

1. Open a terminal/console window in <project_root>/cam  

2. Type the command: mvn package  

3. Get the resulting file <project_root>/cam/target/CAM.war and proceed as 

detailed in the CAM installation instruction section above  

  

8. Documentation  

Online User Manual: https://github.com/BEinCPPS/fitman-cam/wiki/User-Manual   

Online Admin Manual: https://github.com/BEinCPPS/fitman-cam/wiki/Administration-Manual   
Online API documentation: https://github.com/BEinCPPS/fitman-cam/wiki/API-Documentation   

  

9. Licensing  

  

https://github.com/BEinCPPS/fitman-cam/wiki/User-Manual
https://github.com/BEinCPPS/fitman-cam/wiki/User-Manual
https://github.com/BEinCPPS/fitman-cam/wiki/User-Manual
https://github.com/BEinCPPS/fitman-cam/wiki/User-Manual
https://github.com/BEinCPPS/fitman-cam/wiki/User-Manual
https://github.com/BEinCPPS/fitman-cam/wiki/User-Manual
https://github.com/BEinCPPS/fitman-cam/wiki/Administration-Manual
https://github.com/BEinCPPS/fitman-cam/wiki/Administration-Manual
https://github.com/BEinCPPS/fitman-cam/wiki/Administration-Manual
https://github.com/BEinCPPS/fitman-cam/wiki/Administration-Manual
https://github.com/BEinCPPS/fitman-cam/wiki/Administration-Manual
https://github.com/BEinCPPS/fitman-cam/wiki/Administration-Manual
https://github.com/BEinCPPS/fitman-cam/wiki/API-Documentation
https://github.com/BEinCPPS/fitman-cam/wiki/API-Documentation
https://github.com/BEinCPPS/fitman-cam/wiki/API-Documentation
https://github.com/BEinCPPS/fitman-cam/wiki/API-Documentation
https://github.com/BEinCPPS/fitman-cam/wiki/API-Documentation
https://github.com/BEinCPPS/fitman-cam/wiki/API-Documentation
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Copyright 2016 Engineering Ingegneria Informatica S.p.A..  

   

          Apache License  

                               Version 2.0, January 2004                             

http://www.apache.org/licenses/  

  

   TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION  

  

   1. Definitions.  

  

      "License" shall mean the terms and conditions for use, reproduction,       

and distribution as defined by Sections 1 through 9 of this document.  

  

      "Licensor" shall mean the copyright owner or entity authorized by  
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      the copyright owner that is granting the License. In the present context,       

the Licensor is Engineering Ingegneria Informatica S.p.A.  

  

      "Legal Entity" shall mean the union of the acting entity and all       

other entities that control, are controlled by, or are under common       

control with that entity. For the purposes of this definition,       "control" 

means (i) the power, direct or indirect, to cause the       direction or 

management of such entity, whether by contract or       otherwise, or (ii) 

ownership of fifty percent (50%) or more of the       outstanding shares, 

or (iii) beneficial ownership of such entity.  

  

      "You" (or "Your") shall mean an individual or Legal Entity       

exercising permissions granted by this License.  

  

      "Source" form shall mean the preferred form for making modifications,       

including but not limited to software source code, documentation       

source, and configuration files.  

  

      "Object" form shall mean any form resulting from mechanical       

transformation or translation of a Source form, including but       not 

limited to compiled object code, generated documentation,       and 

conversions to other media types.  

  

      "Work" shall mean the work of authorship, whether in Source or       

Object form, made available under the License, as indicated by a       

copyright notice that is included in or attached to the work       (an 

example is provided in the Appendix below).  

  

      "Derivative Works" shall mean any work, whether in Source or Object       

form, that is based on (or derived from) the Work and for which the       

editorial revisions, annotations, elaborations, or other modifications       

represent, as a whole, an original work of authorship. For the purposes       

of this License, Derivative Works shall not include works that remain       

separable from, or merely link (or bind by name) to the interfaces of,       

the Work and Derivative Works thereof.  

  

      "Contribution" shall mean any work of authorship, including       the 

original version of the Work and any modifications or additions       to that 

Work or Derivative Works thereof, that is intentionally       submitted to 

Licensor for inclusion in the Work by the copyright owner       or by an 

individual or Legal Entity authorized to submit on behalf of       the 

copyright owner. For the purposes of this definition, "submitted"       

means any form of electronic, verbal, or written communication sent  
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      to the Licensor or its representatives, including but not limited to       

communication on electronic mailing lists, source code control systems,       and 

issue tracking systems that are managed by, or on behalf of, the       Licensor 

for the purpose of discussing and improving the Work, but       excluding 

communication that is conspicuously marked or otherwise       designated in 

writing by the copyright owner as "Not a Contribution."  

  

      "Contributor" shall mean Licensor and any individual or Legal Entity       

on behalf of whom a Contribution has been received by Licensor and       

subsequently incorporated within the Work.  

  

2. Grant of Copyright License. Subject to the terms and conditions 

of       this License, each Contributor hereby grants to You a perpetual,       

worldwide, non-exclusive, no-charge, royalty-free, irrevocable       

copyright license to reproduce, prepare Derivative Works of,       

publicly display, publicly perform, sublicense, and distribute the       

Work and such Derivative Works in Source or Object form.  

  

3. Grant of Patent License. Subject to the terms and conditions of       

this License, each Contributor hereby grants to You a perpetual,       

worldwide, non-exclusive, no-charge, royalty-free, irrevocable       

(except as stated in this section) patent license to make, have made,       

use, offer to sell, sell, import, and otherwise transfer the Work,       

where such license applies only to those patent claims licensable       by 

such Contributor that are necessarily infringed by their       

Contribution(s) alone or by combination of their Contribution(s)       

with the Work to which such Contribution(s) was submitted. If You  

      institute patent litigation against any entity (including a       cross-

claim or counterclaim in a lawsuit) alleging that the Work       or a 

Contribution incorporated within the Work constitutes direct       or 

contributory patent infringement, then any patent licenses       granted 

to You under this License for that Work shall terminate       as of the 

date such litigation is filed.  

  

4. Redistribution. You may reproduce and distribute copies of the       

Work or Derivative Works thereof in any medium, with or without       

modifications, and in Source or Object form, provided that You       

meet the following conditions:  

  

(a) You must give any other recipients of the Work or           

Derivative Works a copy of this License; and  

  

(b) You must cause any modified files to carry prominent notices           
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stating that You changed the files; and  
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(c) You must retain, in the Source form of any Derivative Works           

that You distribute, all copyright, patent, trademark, and           

attribution notices from the Source form of the Work,           

excluding those notices that do not pertain to any part of           the 

Derivative Works; and  

  

(d) If the Work includes a "NOTICE" text file as part of its           

distribution, then any Derivative Works that You distribute must           

include a readable copy of the attribution notices contained           

within such NOTICE file, excluding those notices that do not           

pertain to any part of the Derivative Works, in at least one           of 

the following places: within a NOTICE text file distributed           as 

part of the Derivative Works; within the Source form or           

documentation, if provided along with the Derivative Works; or,           

within a display generated by the Derivative Works, if and           

wherever such third-party notices normally appear. The contents           

of the NOTICE file are for informational purposes only and           do 

not modify the License. You may add Your own attribution           

notices within Derivative Works that You distribute, alongside           

or as an addendum to the NOTICE text from the Work, provided           

that such additional attribution notices cannot be construed           as 

modifying the License.  

  

      You may add Your own copyright statement to Your modifications 

and       may provide additional or different license terms and conditions       

for use, reproduction, or distribution of Your modifications, or       for any 

such Derivative Works as a whole, provided Your use,       reproduction, 

and distribution of the Work otherwise complies with       the conditions 

stated in this License.  

  

5. Submission of Contributions. Unless You explicitly state otherwise,       

any Contribution intentionally submitted for inclusion in the Work       by 

You to the Licensor shall be under the terms and conditions of       this 

License, without any additional terms or conditions.  

      Notwithstanding the above, nothing herein shall supersede or modify       

the terms of any separate license agreement you may have executed       

with Licensor regarding such Contributions.  

  

6. Trademarks. This License does not grant permission to use the trade       

names, trademarks, service marks, or product names of the Licensor,       

except as required for reasonable and customary use in describing the       

origin of the Work and reproducing the content of the NOTICE file.  
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7. Disclaimer of Warranty. Unless required by applicable law or       

agreed to in writing, Licensor provides the Work (and each  

      Contributor provides its Contributions) on an "AS IS" BASIS,  

      WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or  

      implied, including, without limitation, any warranties or conditions  

      of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A       

PARTICULAR PURPOSE. You are solely responsible for determining the       

appropriateness of using or redistributing the Work and assume any       risks 

associated with Your exercise of permissions under this License.  

  

8. Limitation of Liability. In no event and under no legal theory,       

whether in tort (including negligence), contract, or otherwise,       

unless required by applicable law (such as deliberate and grossly       

negligent acts) or agreed to in writing, shall any Contributor be       

liable to You for damages, including any direct, indirect, special,       

incidental, or consequential damages of any character arising as a       

result of this License or out of the use or inability to use the       Work 

(including but not limited to damages for loss of goodwill,       work 

stoppage, computer failure or malfunction, or any and all       other 

commercial damages or losses), even if such Contributor       has been 

advised of the possibility of such damages.  

  

9. Accepting Warranty or Additional Liability. While 

redistributing       the Work or Derivative Works thereof, You may 

choose to offer,       and charge a fee for, acceptance of support, 

warranty, indemnity,       or other liability obligations and/or rights 

consistent with this       License. However, in accepting such 

obligations, You may act only       on Your own behalf and on Your 

sole responsibility, not on behalf       of any other Contributor, and only 

if You agree to indemnify,       defend, and hold each Contributor 

harmless for any liability       incurred by, or claims asserted against, 

such Contributor by reason       of your accepting any such warranty or 

additional liability.  
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1. Short Description of the component  

The Holonix i-LiKe Machine is a web platform aimed at the monitoring of industrial 

machines, as CNC machines, assembly lines working on several stations, etc. . It offers a suite 

of components for retrieving, organising and visualising, almost in real time, all the data that 

are relevant to know the history and the current status of a machine.  

These components can be combined to offer customised solutions both to the machine 

producers, for offering  improved after sales services but also to have valuable information on 

the behaviour of their products, and to the customers, that can monitor the status of the 

production machine and be alerted in case of problems, through intuitive mobile applications.  

The core of the solution consists of a cloud platform, a set of gateways to read data from 

the field and a set of web and mobile apps to present the data to the users.  

  

 
Figure 1: architectural overview  

  

2. Summary of main functionalities  

The cloud platform is in charge of the following four main tasks:  

• Storing of the relevant information collected during the machine lifecycle, as the 

manufacturers, resellers and user’s master data   
• Maintaining a complete representation, at any moment, of the machine current 

status  
• Keeping track of the machine status history  

• Detecting machines alarms and anomalous conditions and notify the users and 

maintainers about them  

Examples of the machine status parameters are:  

• Timestamp  
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• Power on time  
• Working time  

• Cycle time  
• Alarm time  

• Operating speed of the stations  
• Expected life of the tools  

  

To feed the cloud platform, data must be collected from the machines and production lines 

. This is achieved by implementing a software component (gateway) that talks to the machine, 

does the basic computations that are easy to be performed with low latency access to the 

machine and sends the data in a secure way to the cloud platform adhering to its API. This 

part is often customised to the specific machine, as protocols might change across various 

machines types and might be proprietary. It can reside on hardware already present on the 

machines or on embedded systems added on purpose.  

  

On top of the cloud platform, domain specific web and mobile apps can be built, 

exploiting the data collected for different stakeholders.  

Typical scenarios are:  

• Manufacturer specific monitoring mobile app for the end user: showing in a user 

friendly interface the current status of the machine, the recent history of the 

machine (alarms, stops, maintenance operations), get notifications for alarms 

triggered on the machine and see an history of them  
• Servicing support system: a web application showing a list and a set of 

geolocalised data on a map relevant for the monitored machines, with the 

aggregation of alarm and machines status useful to anticipate malfunctions and 

reduce downtime  
• Manufacturer support system: supporting the manufacturer in better understanding 

the effective use of the machines and recognize recurring anomalous conditions 

that can be taken in account to improve the design of the machine  

  

  

3. BEinCPPS specific developments  

The i-Like Machine has been developed in the recent past to meet the demand from 

several machine producers, asking for a solution offering the possibility of, at the same time, 

enriching their offer to their customers (the machine users) with a set of interfaces for 

monitoring the machine in use, and monitoring from remote the status of their products, so to 

collect valuable information to improve and re-design them.  

The solution that has been offered has been focused on one or more apps providing  a 

mobile and intuitive access to these data, that machine producers and customers can use to be 

alerted in case of problems or to be reminded about expected maintenance.  

Therefore the version of i-LiKe Machine that was existing before the BEinCPPS project 

was conceived as a set of apps tightly connected with the backend where data are stored and 

organised.   

This platform-app exclusive communication represented a limitation to future extensions 

of the solution, especially by third parties. Therefore a set of APIs has been designed and 

developed to let other applications access and manage the data in the i-LiKe Machine 

backend.  

A REST API allows to exchange information with third-party applications while the 

Application framework is used to interconnect together many modules providing security 

aspects, relations and logics with the stored data.  
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The i-LiKe Machine base data model  

The following UML class diagrams illustrate the data model on top of which the API 

operates. In detail:  

• Figure 2 shows the core of the data model, containing the base machine, station 

and tool classes with annexed status, offset and snapshots. Those are used to 

represent the machines, their internal status and keep track of their history.  
• Figure 3 shows the part of the data model related to anagraphical information, as 

the manufacturer of the machine, the company employing the machine, the users 

and the subscriptions.  
• Figure 4 shows the alarm management data model, used to record the alarms 

triggered on the machines or by status analysis.  

    

  
Figure 2: UML diagram of the core machine data  
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Figure 3: UML diagram of the anagraphical data  
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Figure 4: UML diagram for the alarms data management  

General API description  

The API is generally based on the REST approach, exposing the relevant entities of the 

data model and operating over them via HTTP verbs. The REST approach grants easy to use 

and portable API, leveraging on the HTTP protocol, well known by developers and widely 

supported on all platforms.  

For specific tasks, in particular to ease the gateway operations, a few endpoints following 

the concept of procedure over HTTP are also present.  

  

From an he perspective of the programmer using the APIs they can be seen as divided in 

two main parts, gateway API and client API.  

  

The gateway API enables the machine to cloud communication, and specifically includes:  

• Gateway registration and notifications endpoints, used to track the gateways and 

check the gateway status  
• Machine status endpoints, to receive machine general information (e.g. for 

machine registration) and machine status updates  

• Alarm endpoints, to record alarm events on the machines, that will eventually 

trigger all the notification chain on the cloud platform  
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The client API enables the cloud to client (e.g. mobile app, web portal) communication, 

and includes:  

• General and utilities endpoints, including user registration, login, logout, device 

registration  
• Company endpoints, to retrieve all the information of the machines owned by a 

company and to subscribe and track new machines  
• Manufacturer endpoints, to create and list the machine types and alarm types  

  

Data encoding  

The preferred encoding to interact with i-Like Machine API is JSON. JSON format is 

convenient as it is more compact than XML (important if low bandwidth connections are 

used) while still retaining the possibility to represent complex structures and can be 

manipulated in a natural way for in browser applications.  

XML encoding is also supported, but should be avoided where possible, as is considered a 

fallback mode on the cloud platform. For large payloads (e.g. machines large working history 

portions) a more compact CSV encoding is experimental.  

  

General behaviour  

The API use the HTTP response codes to quickly advice the user on the results of the 

incoming requests.  

Given no errors happened during the processing, the following rules are valid:  

• GET return 200  
• POST return 200 and the response body includes the created entity (e.g. for 

generated id retrieval)  
• PUT must include the id of the entity in the path and return 204  
• DELETE return 301  

  

Error reporting  

The API use the HTTP error codes to signal the error conditions that might be happening 

during the processing. That alone, in most of the cases is enough to provide a basic error 

handling. Usually, the response body also includes a unique error code for the specific error 

condition and a short descriptive message, to allow the API user a finer grained error 

handling.  

The following rules are valid all across the API:  

• When GETting a list of entities, if no entity is found, an empty list will be returned 

  When GETting a specific entity, if no entity is found, a 404 error will be 

returned  
• When accessing the API, if the credentials are not provided or are not valid, a 401 

error will be returned  
• When accessing the API, if the credentials are valid but the user has no rights to 

access a resource, a 403 error will be returned  
• All errors related to user input are 4xx  

• All internal errors are 5xx  

  

Authentication overview  

The i-Like Machine API supports two different authentication approach:  
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• Stateless: via Basic Auth (for testing purposes) and HMAC signatures (for 

production environment) is best suited for machine to cloud communication or for 

relaying the information to a third party service  

• Stateful: via login endpoint and cookie, for cloud to client communication, natural 

solution for web applications and HTML5 apps.  

Detailed  API description  

Since the implementation of the i-LiKe Machine solution is evolving, it is envisaged that 

new and richer versions will be published during the life of the project.   

It’s recommended to refer to the online detailed documentation that is kept updated at 

http://demo.holonix.it/swagger/?url=http://demo.holonix.it/beincpps/doc/beincpps-ilikemachine-

demo.json  

  

  

  

    

http://demo.holonix.it/swagger/?url=http://demo.holonix.it/beincpps/doc/beincpps-ilike-machine-demo.json
http://demo.holonix.it/swagger/?url=http://demo.holonix.it/beincpps/doc/beincpps-ilike-machine-demo.json
http://demo.holonix.it/swagger/?url=http://demo.holonix.it/beincpps/doc/beincpps-ilike-machine-demo.json
http://demo.holonix.it/swagger/?url=http://demo.holonix.it/beincpps/doc/beincpps-ilike-machine-demo.json
http://demo.holonix.it/swagger/?url=http://demo.holonix.it/beincpps/doc/beincpps-ilike-machine-demo.json
http://demo.holonix.it/swagger/?url=http://demo.holonix.it/beincpps/doc/beincpps-ilike-machine-demo.json
http://demo.holonix.it/swagger/?url=http://demo.holonix.it/beincpps/doc/beincpps-ilike-machine-demo.json
http://demo.holonix.it/swagger/?url=http://demo.holonix.it/beincpps/doc/beincpps-ilike-machine-demo.json
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4. HW/SW Prerequisite  

The platform needs to be hosted on an cloud server/s. The hardware requirements depends 

on the data volume generated from the machines and the amount of historical data to be kept. 

Within the scope of BEinCPPS, a single server with 4 cores, 8 GB of RAM and 500 GB of 

storage per pilot can be enough. As the platform supports multi-tenancy, various pilots can be 

hosted on the same instance, if the volume of data is low.  

As all the components used on the cloud are cross platform, the installation can be 

performed on both Windows and Linux servers.  

  

The gateway in respect of the cloud platform must be capable of:  

• Use HTTPS  
• Interact with a HTTP RESTful API with JSON encoded messages  

As stated above, in respect of the machines, the requirements vary depending of the 

protocols supported by the machine itself.  

In real world scenarios, a Linux box microcomputer, connected to the machine via RS232, 

RS485 or MODBUS over Ethernet proved successful.  

  

Front end applications are typically built as HTML5 applications that can be run in the 

browser or converted to installable application on Android devices. No particular 

requirements must be enforced on this side. For specific cases, additional back-ends might be 

required to accommodate specific data server side: those are usually developed as web 

applications using cross platform tools.  
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 Installation Instructions  

The i-LiKe platform is meant to be delivered in SaaS mode by Holonix to its customers, so 

no local installation is required. In the scope of the BEinCPPS project, a dedicated instance 

had been provided for internal use as part of WP3.2 “Digital World Components 

Deployment” – see deliverable D3.3 for details.  

    

5. User Manual  

A user manual for the cloud platform and for the gateway is not provided at this stage, as 

the user interaction with those parts is limited or non-existent.  

  

The mobile applications come without a manual as they are kept as simple as possible and 

self-explanatory.  

  

No manual is available at this stage for web portals.  

  

All the information and examples on the usage of the developed APIs are available at:  
http://demo.holonix.it/swagger/?url=http://demo.holonix.it/beincpps/doc/beincpps-

ilikemachine-demo.json  

  

7. Developers’ Guide  

For the developer, the most useful resource is the online documentation of the cloud 

platform API, which is kept in synch with the actual implementation and is available at:  

http://demo.holonix.it/swagger/?url=http://demo.holonix.it/beincpps/doc/beincpps-ilike- 

machine-demo.json  

  

8. Examples  

The following YouTube video present the vision of the platform:  

https://youtu.be/tr2gpTKTMDM  

At the following link a demo of an end user monitoring application is available: 

http://haas.holonix.it/  

At the following link a demo of a reseller/servicing support application is available:  

http://haas.holonix.it/portal/  

  

9. Licensing  

The i-LiKe Machine software and the developed APIs are licensed by Holonix Srl under 

commercial conditions.   
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