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Executive	summary 

The present deliverable focuses on the third pillar of the BEinCPPS mission and it 
takes a business-oriented perspective (Figure 1). Specifically, it outlines: 

• the methodology developed in order to instantiate a Regional Manufacturing 
Digital Innovation Hub in CPS/IoT in the 5 Vanguard regions belonging to the 
project; 

• the approaches and activities undertaken in order to develop three sets of 
services for facilitating manufacturing SMEs’ migration toward Cyber-
Physical Production Systems (CPPS), namely: i) the CPPS readiness 
assessment, covering both technology and manufacturing related aspects, as 
well as social and economic ones; ii) the CPPS academy and certification 
program; iii) the CPPS experimental facilities. 

 

 
Figure 1. BEinCPPS vision and mission 
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1 Introduction	

1.1 Introduction	

When implementing innovative digital technologies, such as CPS and industrial 
IoT, SMEs face not only technical but also business challenges, such as: 

• Investment in innovative digital technologies if it’s not associated to a well-
defined business plan usually do not produce the expected results; 

• Innovative digital technologies require trained employees who are not easy to 
find in the labour market; 

• Compliance with certain standards is often required by costumers; 
• CPPS often requires sharing data on a network or on cloud infrastructure: cyber 

security is also a concern. 
In order to support SMEs in addressing the above-mentioned challenges and 

speed-up the migration European manufacturing toward CPPS and Industry 4.0, 
BEinCPPS aims at developing: 

i) a Regional Manufacturing Digital Innovation Hub (RMDIH) in each of the 5 
Vanguard regions participating in the project. 

ii)  a set of business-driven services to engage SMEs and give them the needed 
support to embrace the digital transformation.  

1.2 Scope	of	the	deliverable	

According to the objectives stated in the previous section, the aim of the present 
deliverable is to outline: 

• the methodology developed in order to create Regional Manufacturing Digital 
Innovation Hub in CPS/IoT; 

• the approach and activities undertaken in order to develop three sets of services 
for facilitating manufacturing SMEs’ migration towards CPPS. 

1.3 Contributions	to	other	WPs	and	deliverables	

The present deliverable contributes to other WPs and deliverables in 3 ways. 

First, the methodology for the development of RMDIHs will be applied in the 5 
BEinCPPS regions by project partners and the results will be reported in deliverable 
D9.2. 

Second, the same methodology will be used within the BEinCPPS 
mentoring/coaching programme (WP10) in order to support the candidate RMDIHs, 
which won the I4MS call, in their endeavour toward the creation of a RMDIH on 
CPS/IoT in their regions. The activities and results of the mentoring/coaching 
programme will be reported in deliverable D10.1. 

Third, the results of the work on the business-driven services will be described in 
deliverable D9.2.  
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2 Methodology	 for	 Regional	 Manufacturing	 Digital	 Innovation	
Hubs		

One of the three main pillars of BEinCPPS is the creation of a Regional 
Manufacturing Digital Innovation Hub (RMDIH) in each of the 5 Vanguard regions 
participating in the project. 

Leveraging on the description of Digital Innovation Hubs provided by Digitising 
European Industry WG1 (Sharpe, 2017) and the specificities of the I4MS programme, 
BEinCPPS RMDIHs will be characterised by a focus on the manufacturing industry, 
they will be placed at a regional level and they will address SMEs as main target. 

 
Figure 2. BEinCPPS Regional Manufacturing DIHs 

 
Toward the goal of creating and running a RMDIH, a methodology has been 

developed and it will be applied by BEinCPPS partners in the 5 Vanguard regions 
covered by the project. The steps of methodology are described in the following 
paragraphs. 
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2.1 Assessment	of	the	regional	readiness	and	ecosystem	

2.1.1 Regional	Industry	4.0	Readiness	Index	

The Regional Industry 4.0 Readiness Index is aimed at supporting Regions in 
assessing how they are prepared for the Industry 4.0 revolution and in evaluating their 
positioning with respect to EU Member States they belong to. 

The Industry 4.0 Readiness Index is a re-elaboration - at the regional level 
(NUTS2) - of the Roland Berger Industry 4.0 Readiness Index (Roland Berger, 2014), 
which is calculated at the country level. The Roland Berger Industry 4.0 Readiness 
Index’s two main dimensions (i.e., Industrial Excellence and Value Network) and the 
classification of the European countries are reported in the next figure.   

 
Figure 3. Rolaand Berger Industry 4.0 Readiness Index 

 
Starting from the dimensions of the Roland Berger Index, the Regional Industry 4.0 
Readiness Index is calculated as the weighted average of the following variables from 
the Regional Innovation Scoreboard and EUROSTAT, in order to guarantee 
comparability among Regions. Three equally weighted dimensions are used: 1. 
Industrial Excellence; 2. Value Network; 3. Market. The Market dimension has been 
added to evaluate the openness and the impact on the market.  
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Figure 4. BEinCPPS Regional Industry 4.0 Readiness Index 

The Regional Industry 4.0 Readiness Index is then combined with a traditional 
industry measure – the manufacturing share – in order to benchmark the EU Regions. 
Finally, the GDP generated by the Manufacturing Industry is used in order to take into 
account the total value of regional manufacturing industry.



 

 
Table 1. Sources for calculating the Regional I4.0 Readiness Index 

Sources	for	calculation	 		 Indicators	 Lombardia	 Norte	 Euskadi	 Baden-
Württemberg	

Rhône-
Alpes	

Regional	Innovation	
Scoreboard	2016	

		 		 0,4968	 0,3358	 0,4433	 0,7836	 0,5813	

INDUSTRIAL	
EXCELLENCE	

SMEs	with	product	or	process	innovations	 0,6040	 0,5040	 0,3680	 0,7275	 0,5400	
Employment	in	medium-high/high	tech	
manufacturing	and	knowledge-intensive	
services	as	percentage	of	total	workforce	

0,6300	 0,3570	 0,5740	 0,8580	 0,5870	

R&D	expenditure	in	the	business	sector	 0,3730	 0,3400	 0,5070	 0,7380	 0,5430	
EPO	patent	applications	per	billion	regional	
GDP	(PPS€)	 0,3800	 0,1420	 0,3240	 0,8110	 0,6550	

		 		 0,3720	 0,3230	 0,3915	 0,5386	 0,4835	
VALUE	

NETWORK	
Innovative	SMEs	collaborative	with	others	 0,1510	 0,1660	 0,4240	 0,3510	 0,4360	
SMEs	Innovating	in	house		 0,5930	 0,4800	 0,3590	 0,7263	 0,5310	

		 		 0,5145	 0,2670	 0,4675	 0,5358	 0,3840	

MARKET	

Exports	of	medium-high/high	technology-
intensive	manufacturing	 0,6860	 0,2960	 0,5950	 0,8055	 0,4580	

Sales	of	new-to-market	and	new-to-firm	
innovations	by	SMEs	 0,3430	 0,2380	 0,3400	 0,2660	 0,3100	
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Sources	for	calculation	

	

Colonna1\	 Lombardia	 Norte	 Euskadi	
Baden-

Württemberg	 Rhône-Alpes	
Calculated	automatically	

from	table	above	 (Y	Axis)	 I4.0	Readiness	Index	 0,4606	 0,3083	 0,4336	 0,6187	 0,4824	

Report	Eurostat	or	
Regional	Statistics	 (X	Axis)	 Manufacturing	share	(%	

manufacturing	on	overall	GDP)	 0,32	 0,27	 0,21	 0,246	 0,24	

Eurostat	 (Circle	area)	

GDP	Manufacturing	Industry	
(Regional	gross	domestic	
product	(million	PPS)	by	NUTS	2	
regions)	

346510000	 64612000	 70812000	 421952000	 188326000	

 

In the graph below, the 5 BEinCPPS Regions are compared.  
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Figure 5. Comparison of the 5 BEinCPPS Regions



 

2.1.2 Regional	stakeholder	ecosystem	assessment		

After an overall assessment of the regional readiness for Industry 4.0 by means of 
the index presented in the previous paragraph, an in depth analysis of the regional 
context and a mapping of the regional ecosystem has to be performed.  

2.1.2.1 Stakeholder	identification	

Multiple groups of stakeholders are needed in order to nurture the Regional 
Manufacturing Digital Innovation Hubs. Therefore, it is crucial to identify the 
regional actors belonging to each stakeholder group that may contribute to the 
RMDIH. 

In the following table, the most relevant stakeholder groups are listed. 

 
Figure 6. Stakeholder identification 

2.1.2.2 Stakeholder	analysis	and	engagement		

After identifying the individuals or organizations that are likely to affect or be 
affected by the RMDIH, it is necessary to assess the attitudes of each stakeholder 
regarding the hub. A common method for analysing stakeholders is the Stakeholder 
Matrix (Bryson, 1995), which is used to map the level of interest and influence of 
each stakeholder on a quadrant. The matrix can be further enriched by analysing what 
is important for each stakeholder and how the stakeholder can contribute to the 
RMDIH, As a result, the best way to engage each stakeholder and manage the 
relationship can be shaped.  
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Figure 7. Matrix for stakeholder analysis 

 
Figure 8. Staholder analysis and engagement 
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2.2 Regional	Manufacturing	Digital	Innovation	Hub	business	modelling	

Having identified the relevant stakeholders of the RMDIH, analyzed their attitude, 
interests and inputs they can provide with respect to the hub and set a strategy to 
engage them, the business model(s) of the RMDIH can be sketched. 

There are several tools developed for designing or improving business models, of 
which the Business Model Canvas of Alexander Osterwalder is a very popular one. 
However, Osterwalder’s Business Model Canvas is mainly suitable for companies 
that are relatively “one dimensional”: they operate rather independently with the 
objective of maximizing profits.  

RMDIHs are much more “multidimensional” and aim at creating value for all the 
actors involved and the ecosystem. This usually means combining different kinds of 
value and aiming at a variety of impacts, such as social/ public/ environmental 
impacts.  

Therefore, a modified version of the traditional Business Model Canvas by  
Osterwalder and Pigneur (2010) appear to be more appropriate.  In this respect, the 
one proposed by PPPLab includes i) Extended Beneficiaries, ii) Impact, iii) 
Governance and iv) Business Ecosystem (PPPLab, 2016). These four additional 
elements allow to have better insights in the overall impacts, the multi-stakeholder 
arrangements and the context the RMDIH operates in. 

 
Figure 9. Business Model Canvas for RMDIHs 

In the Figures below, each of the building block of the extended business model 
canvas is described with reference to RMDIHs and the important questions to answer 
in order to fill in the canvas are highlighted.



 

 
Figure 10. Building Blocks of the RMDIH Business model canvas 
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Figure 11. Questions to answer for filling in the RMDIH Business Model Canvas 



 

2.3 Legal	status	options	

When setting up a RMDIH it is important to carefully decide what legal status it 
will have. In the table below, a set of options that are relevant for RMDIHs are 
outlined. It is necessary to consider the main differences, advantages and 
disadvantages of each type of legal status, taking into account the local conditions in 
which the RMDIH operates and also considering that the legal status may change 
during the RMDIH lifecycle.  

 
Figure 12. Legal Status Options 

 

2.4 Complementary	funding	opportunities	

In order to sustain RMDIHs’ activities and expand the opportunities for SMEs to 
experiment CPPS and Industrial IoT technologies, scouting and leveraging 
complementary funds, which can come from both public and private sources, is 
essential.  

Toward this end, in the figure below a scheme to collect relevant funding 
opportunities is proposed.  
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Figure 13. Complementary Funds 

 

3 TRL-oriented	 and	 STEEP-driven	 change	 management	
methodology	

One of the main purpose of BEinCPPS is to help companies, especially SMEs, in 
assessing their readiness for Industry 4.0 and assist them in the migration journey 
toward CPPS. 

This work goes beyond the classical Technology Readiness Level (TRL) 
improvement process. It will be completed with an alignment of the Manufacturing 
Readiness Level (MRL) in order to get more chance of success at industrial stages. 
During this TRL and MRL implementation, the technological and manufacturing 
aspects for CPPS readiness will be identified, and then these will be completed with 
social and economic aspects related to organization/investment, societal/cultural 
issues, economy/market concerns. 

The development will proceed in parallel as follows.  

• In a first stage, different common indicators will be identified. Indicators will 
be related both to technology and manufacturing domains (e.g. reproducibility, 
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reliability, manufacturing implementation, cost analysis, scale-up stage, 
process and design capability, value chain management control, access to IP, 
etc) and socio-economic domains (e.g., user acceptance, access to market, 
limited business & marketing intelligence; difficulties in identifying business 
opportunities, appropriate business model, interaction between large and small 
enterprise, innovation culture, entrepreneurial spirit, link between education 
and industry, etc.).  

• In a second stage, these different criteria will be analyzed and ranked in a 
more details based on the five eco-systems experiences. This approach will 
highlight the best indicators for a better CPPS TRL-oriented and STEEP-
driven change management methodology. 

 

3.1 State-of-the-art	analysis	

3.1.1 Technology	Readiness	Level	(TRL)	

The Technology Readiness Level (TRL) is an important measure devised by 
NASA in the 1980s, including originally 7 levels. It was intended to qualify the 
degree of maturity of the different technological developments that were ultimately 
intended to make part of space missions. Only technologies reaching the last level of 
upmost maturity could be included (NASA, 2012).  

However, as AIOTI report states, “There is a major distinction between digital 
applications which can drive the EU economy quickly and competitively in the global 
market, and the traditional techno-centric discourse which largely relies on the 
concept of TRLs.” (AIOTI WG2 Innovation Ecosystems, 2015). 

It is therefore important to measure and improve TRL levels on CPPS, but regular 
TRL does not suffice. Industry4.0 promises high scale interconnection between 
machines (field level), production centers (factory level) and production centers 
across the world (cloud level) and all the data flows that will circulate through these 
connections and also empowered humans in the production processes loop. There are 
many opportunities for value creation, but these cannot measured on a CPPS 
development by only assessing technological readiness. 

The development of CPPS forces to think of business value creation from early on 
the development process. A fundamental question arises: How to measure the wider 
impacts of CPPS, not just at the manufacturing level but economical and market wise, 
as well as the long term societal and cultural impacts? 

However, we strive to foster innovation, therefore TRL is important but it also is 
the early engagement of stakeholders. CPPS is about business value. This only can 
happen when these systems are conceived not just for a specific system functionality 
but as part of an added-value business process. The stakeholders participating in this 
value creation are thus critical for the success of a CPPS deployment. 
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3.1.2 Market	Adoption	Readiness	Models	(MARLs)	

The AIOTI report is aware of the need of the TRL model must be improved with 
additional considerations, especially for IoT applications regardless of the domain of 
application, labelled as MARLs (AIOTI WG2 Innovation Ecosystems, 2015): 
 

• Potential users: Numbers of potential early adopters and values associated 
with feedback loops 

• Data: Potential quantity and value of data generated by the system and user 
interactions at each stage of the process 

• Level of risk: Assessment of benefits or adverse impacts of the technology on 
early adopters in various stages of the process. 

• Technology readiness, in the classical sense of TRL.  

Although there is a great focus on end-consumer IoT applications of this analysis, 
they still present relevant points for the market adoption of CPS technologies for the 
manufacturing domain. Therefore, we believe a CPPS Readiness Model should 
include these topics as well in consideration. 

3.1.3 Roland	Berger’s	I4.0	Readiness	models	

Readiness levels have also been proposed in the context of Industry 4.0. The 
consultancy firm Roland Berger defined an Industrie 4.0 readiness level, although not 
focused on CPPS developments but rather assessing the readiness of countries to face 
the fourth industrial revolution (Roland Berger, 2014). They established an index to 
measure this readiness, based on important criteria: 

• Industrial excellence: production process sophistication, degree of automation, 
workforce readiness and innovation intensity  

• Value network: high value added, industry openness, innovation network and 
Internet sophistication. 

3.1.4 IMPULS	‘s	Industry	4.0	Readiness	Check	

The IMPULS Foundation of the German Engineering Federation (VDMA) has 
commissioned the development of a self-assessment on-line tool thanks to which 
companies can evaluate their level of readiness for Industry 4.0 (IMPULS Foundation 
, 2015). 

The readiness measurement model is based on six dimensions: 

• Strategy and organization, which is assessed by mean of four criteria: i) 
Implementation status of Industry 4.0 strategy; ii) Operationalization and 
review of strategy through a system of indicators; iii) Investment activity 
relating to Industry 4.0; iv) Use of technology and innovation management. 

• Smart factory. Progress in this dimension is based on the following criteria: i) 
Digital modelling; ii) Equipment infrastructure; iii) Data usage; iv) IT 
systems. 
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• Smart operations, assessed through: i) Information sharing; ii) Cloud usage; 
iii) IT security; iv) Autonomous processes. 

• Smart products, which is determined by looking at i) the ICT add-on 
functionalities of products and ii) the extent to which data from the usage 
phase is analysed. 

• Data-driven services, based on three criteria: i) Availability of data-driven 
services; ii) Share of revenues derived from data-driven services; iii) Share of 
data used. 

• Employee readiness is determined by analyzing i) employees skills in various 
areas and ii) the company’s efforts to acquire new skill sets. 

These six dimensions are used to develop a six-level model for measuring Industry 
4.0 readiness. Each of the six readiness levels (0 to 5) includes minimum 
requirements that must be met in order to complete the level. 

Level 0 is the outsiders – those companies that have done nothing or very little to 
plan or implement Industry 4.0 activities. Level 5 describes the top performers – those 
companies that have successfully implemented all Industry 4.0 activities. 

 

 
Figure 14. Industry 4.0 readiness measurement model by IMPULS 

 

As in the previous point, the CPPS readiness model will consider these criteria, 
guaranteeing for sound Industry 4.0 solutions as they reach an upper maturity level. 

3.1.5 PWC’s	Opportunities	and	Challenges	of	the	Industrial	Internet	

PWC has elaborated a report with opportunities and challenges for industrial 
companies to participate in the transformation carried by the industrial internet 
revolution (Price Waterhouse Coopers, 2014). It identifies investment targets, 
projected statistics of the Industry 4.0 developments over the next five years, and 
builds upon to elaborate a set of recommendations. Some of these recommendations 
are very useful when conceiving a readiness model for CPPS: 
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• A key capability of Industry 4.0 is the integrated analysis and use of data. The 
fast growing number of sensors available in the field of production plants 
makes possible the use of real time data. It is however important to know how 
to leverage on that data – by providing robust vertical integration with the 
higher levels of the manufacturing company, and allow it to act faster on 
decision making. 

• Beyond production lines, digitization of products and services is also key. 
Differentiation involves turning products which are generally totally 
disconnected e.g. mechanical pieces, into connected assets that allows the 
manufacturing company to place itself virtually at the client’s premises. 
However networking infrastructure conditions and robust communication 
protocols are important to realize this vision. 

• New disruptive business models. As CPPS deployments appear more and 
more, both in production lines and digitized products, new benefits are 
identified for customers, which pave the way for new business opportunities 
and models. In industries where the offer focused on products, we might 
expect a focus shift into services. 

• Horizontal co-operation with business partners: Closer co-operation with 
value chain partners will be made possible with the level of digitization and 
connectivity provided by CPPS. 

• Various economical, societal and policy challenges (Figure 2). Respondents 
the report survey stated that unclear economic benefits of CPPS is definitely a 
barrier for early adoption. They also mention insufficient qualification of 
employees and lack of consensus standards. 
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Figure 15. PwC survey on Industry 4.0 

 

3.1.6 McKinsey’s	Industry	4.0	Global	Expert	Survey	

In January 2016, McKinsey conducted the second edition of its Industry 4.0 Global 
Expert Survey (McKinsey&Company, 2016). Six out of ten respondents have seen 
their companies make no or only limited progress in implementing Industry 4.0 
applications/strategies during the last year. However, there are also the four out of ten 
companies that report having made at least good/substantial progress. This number is 
higher (47%) among suppliers of Industry 4.0 technologies than among 
users/manufacturers (37%). 

In this respect, the main implementation barriers cited by companies were: 

• difficulties in coordinating actions across different organizational units; 
• concerns about cybersecurity and data ownership when working with third-

party providers;  
• lack of courage to push through a radical transformation;  
• lack of necessary talent; 
• lack of a clear business case that justifies investments in the underlying IT 

architecture; 
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• uncertainty about which Industry 4.0 applications to source internally and 
which to source from third-party providers as well as a lack of knowledge 
about suitable providers; 

• challenges with integrating data from disparate sources to enable Industry 4.0 
applications. 
3.1.7 Scorpius	

The sCorPiuS project identifies six clusters of challenges for the maturity of cyber-
physical systems orientated towards production systems (Scorpius, 2016): 

• New data-driven services and business models: The access to field data that 
was not available before presents in many cases opportunities for new 
business opportunities and models. However their costs and benefits are 
difficult to predict. An organization’s maturity regarding their CPPS strategy 
depends on their ability for sensing product/services and establishing clear 
KPIs to measure benefits. 

• Data-based improved products: The digitization of products enables them to 
connect the manufacturing company with its clients and very often to be able 
to be virtually present during the usage of the product. This information share 
translates itself into fast feedback, bringing high value. However, issues 
related to complexity, usability might arise. Also, because CPPS require a 
robust network infrastructure, communication problems might arise if an 
adequate structure is not available. 

• Closed-loop manufacturing: Integration with actors across the value chain is 
facilitated through CPPS, as they provide new communication channels 
beyond the factory. The challenges that arise in this integration relate mainly 
to data security, privacy and safety problems. Also, interoperability issues 
might arise, especially given the predominance of proprietary, closed-source 
technologies in the industrial systems arena, instead of open, standards-based 
practices and techniques that encourage a common understanding and 
language for data and information exchange. 

• Cyberized plant/Plug & Produce: CPPS open the way to enable unprecedented 
flexibility in a wide variety of manufacturing processes, where process 
reconfiguration have been historically costly and lengthy. The availability of 
data as well as analysis capabilities embedded devices allow for a quicker 
process transformation; although the prediction and forecasting of these new 
transformations remains a challenge for business decision making. The 
reconfiguration of production layouts also present issues related to 
environment conditions, such as operators retraining and safety. 

• Next step production efficiency: The report emphasizes on the challenges 
posed by existing legacy production infrastructure and technology, and the 
effort required to modernize them into the “next step”. The main barrier is the 
cost and lengthy migration of existing assets in brownfield production plants. 

• Digital ergonomics: It relates to the challenges around the human factor in 
CPPS adoption. The newly available data, which is present in a large volume, 
must be usable in an ergonomic way, which allows operators and decision 
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makers. The main barrier is thus the complexity which might arise in CPPS 
deployments which could hinder usability. 

The report identifies several additional challenges that may face CPS in 
manufacturing: 

• Cultural, educational and perception: Reluctance of industrial actors to 
participate in the development of CPPS deployments or the early adoption of 
innovative solutions, in spite of their potential value. Efforts around education 
and dissemination are suggested. 

• Overestimation of costs: Deeming CPPS deployments as expensive, even for 
early prototypes or proof-of-concepts.  

• Law, regulations, technology enables and EU Macroeconomic factors: 
Sensitivity of operation managers and decision makers in industries where 
safety regulations might be particularly strong, such as pharmaceuticals or 
aeronautics. 

• Standards and certifications: Lack of standards for particular industries, which 
could discourage industrial companies to invest themselves in the 
development of CPPS without the strong community benefits that are present 
when backed by a standards body.  
3.1.8 Manufacturing	Readiness	Levels	

Similar to the TRL hierarchy of levels, the Manufacturing Readiness Levels 
(MRL) determinates the maturity of a manufacturing organization. Given that the 
purpose of the BEinCPPS innovation management strategy is to foster innovation in 
manufacturing SMEs across Europe, and this from the perspective of the deployment 
of CPPS-related technologies, it makes sense that the maturity of the organization is 
assessed when establishing a methodology for evaluating the maturity of CPPS 
deployments. The criteria to evaluate their maturity relies on the set of indicators used 
to measure key enabling technologies to succeed and create value. 

The MRL hierarchy is as follows. 

• Level 1: Basic research of a product idea 
• Level 2: Formal process of invention begins 
• Level 3: A proof of concept is conceived 
• Level 4: The proof of concept can be produced in a laboratory context 
• Level 5: Ability to produce components of the final product in a production 

relevant environment 
• Level 6: Ability to produce the prototype of the final product in a production 

relevant environment 
• Level 7: Ability to produce systems or components in a production 

representative environment 
• Level 8: Develop pilot production line capability 
• Level 9: Ensure low-rate production 
• Level 10: Ensure high-rate production 
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3.2 Towards	 a	 CPPS	 TRL-oriented	 and	 STEEP-driven	 Improvement	
methodology		

The success of CPPS deployments across SMEs in Europe are not determined by 
pure technological readiness. As the works around readiness models carried on by 
AIOTI and Roland Berger demonstrate, the openness towards which Industry 4.0 
moves forces us to think the wider picture, which goes beyond technological maturity 
and also includes societal and economical concerns.  

Therefore, and after a throughout examination of the existing readiness models 
around Intdustry 4.0, the BEinCPPS readiness level for CPPS deployments will take 
into account the following aspects: 

• High added-value of CPPS deployments: As the Roland Berger report shows, 
the value network leveraged by CPPS deployments justifies the maturity of 
CPS adoption. The quantity of the data provided by the CPPS, across the field, 
factory and cloud levels, as well as their contribution to actual business value 
creation, is an important readiness criterion. 

• Innovation network and intensity: The AIOTI report emphasizes, as well as 
the leading opinions regarding the Industry 4.0 vision, openness and 
involvement of stakeholders early on in the process is the key of success for 
CPS deployments. Early adopters play the role of early testing of prototypes 
and generate data which provides fast feedback, even at the high-level design 
phases. This only results in a perceived innovation intensity with a great 
potential for competitiveness. 

• Product process sophistication: The Roland Berger reports emphasizes how 
the countries with a strong share in manufacturing activities are those with a 
high potential for pushing the Industry 4.0 agenda in Europe. Mature CPPS 
deployments depend on mature manufacturing practices – for which the MRL 
model comes highly useful. 

• Technology readiness and ICT sophistication. As previously stated, TRL 
remains crucial to determine the maturity of a CPPS deployment. However, as 
these systems are connected to cloud infrastructures by nature, demanding 
high connectivity and availability, ICT sophistication is also key in a readiness 
model for CPPS. 

• Risk management strategy. Calculation of benefits or adversarial effects of the 
technology on early adopters in several phases of the process of manufacturing 
readiness suggested by MRL. 

The architecture for CPPS promoted by BEinCPPS emphasizes that each 
deployment exists in three worlds. 

3.3 Implementation	

EU-Knights identified the indicators/barriers for five different domains: 
Technological, Manufacturing, Economic/Market, Organization/Investment and 
Societal/Cultural. 
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Figure 16. EU-Knights 5 main domains for KETs integration 

 

These indicators have been matched and completed with the criteria identified by 
the existing readiness models for CPS, IoT and Industry 4.0. 

We will ask the trials to rank these criteria as it is perceived to be the most 
important in CPPS. A first version of the questionnaire can be found below. The 
questions, which come from the EU-KNIGHTS survey, aim to identify the barriers to 
be tackled for CPPS readiness. These have been aligned to the researched readiness 
models for IoT and Industry 4.0 presented earlier. 

• Question 1 aims to assess the technological readiness and ICT sophistication 
criteria important for CPPS deployments. 

• Question 2 deals with production process sophistication and manufacturing 
readiness. 

• Questions 3 and 4 interrogate about the added-value criteria taken into account 
to realize CPPS deployments 

• Question 5 relates to the early adoption, which is key in CPPS deployments, 
and the wider societal questions. 

 

Question 1. Rank the most critical aspects for the deployment of CPPS in the 
TECHNOLOGICAL domain (1=most significant 5=least significant) 

o Use of cutting-edge technologies for CPPS 
o Maturity of background technological components 
o Reproducibility, Reliability/Durability of CPPS deployments 
o Technical risk assessment: Calculation of benefits, adversarial effects 
o Quality of the provided field data 
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o Maturity and robustness of network (cloud) infrastructures 
o Cybersecurity management 
o Clear field-factory-cloud architecture 
o Interoperability and compliance to technical standards for data exchange 
o Cost-feasible migration of existing assets 

 

Please justify the two most significant choices. Why are they relevant in your 
CPPS deployment: 

__________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________ 

 
Question 2. Rank the most critical aspects for the deployment of CPPS in the 
MANUFACTURING domain (1=most significant 5=least significant) 

o Scalability (pilot line) reproducibility, throughput, quality 
o Cost of production processes  
o Production efficiency 
o Integral process and design capability and control 
o Standards compliance: Quality… 
o Mature manufacturing process and process sophistication 
o Flexible production processes with re-adaptation/transformation capabilities 
o Digitization of existing products in order to provide fast user feedback 

 

Please justify the two most significant choices. Why are they relevant in your 
CPPS deployment: 

__________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
____________________________________________________________________
Question 3. Rank the most critical aspects for the deployment of CPPS in the 
ORGANIZATION domain (1=most significant 5=least significant) 

o Access to human resources/talent/experts qualified on CPPS-related 
paradigms and technologies 

o Clear company vision/strategy aimed at the industrial internet revolution. 
o Value chain management/control: Value network leveraged by CPPS 

deployments: Horizontal Integration with actors across the value chain 
o Vertical (across the field-factory-enterprise levels) integration 
o Changes in organization and design of work 
o Focus on the added-value of CPPS deployments 
o Clear KPIs to measure the benefits of CPPS deployments 
o Possibility for the creation of new business services from CPPS 
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Please justify the two most significant choices. Why are they relevant in your 

CPPS deployment: 
__________________________________________________________________

_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________ 

 

Question 4. Rank the most critical aspects for the deployment of CPPS in the 
ECONOMY AND MARKET domain (1=most significant 5=least significant) 

o Possibility to access  to new markets 
o Possibility for new, disruptive business models 
o Access to and protection  of intellectual property 
o Return on Investment (ROI)  
o Existence of law and regulations to regulate the use of CPPS deployments 
o Existence of standards and certifications, either general or aimed at specific 

(vertical) industries 
o Availability of a proper costing model to understand the costs associated to a 

particular CPPS deployment 
 

Please justify the two most significant choices. Why are they relevant in your 
CPPS deployment: 

__________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________ 

 
Question 5. Rank the most critical aspects for the deployment of CPPS in the 
SOCIETAL AND CULTURAL domain (1=most significant 5=least significant) 

o Entrepreneurial spirit and capabilities to participate in early adoption of CPPS  
o Digital Ergonomics and usability for direct users of CPPS deployments 
o Availability of an education and training system for CPPS users 
o Institutional framework conditions / impediments 
o Innovation culture in/of society at large: openness and involvement of 

stakeholders 
 

Please justify the two most significant choices: 
__________________________________________________________________

_____________________________________________________________________
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_____________________________________________________________________
_____________________________________________________________________ 

 
The results of this first questionnaire, to be relayed at the delivery time of the first 

BEinCPPS demonstrator per ecosystem will allow us to establish a ranking of the 
important indicators for CPPS readiness. 

The chosen list of indicators, together with the existing readiness models 
(especially those with an existing hierarchy of levels – TRL and MRL), will allow to 
construct the hierarchy of steps to attain CPPS deployment maturity, in order to fulfill 
manufacturing implementation and ultimate market adoption. 

 

4 Certification	and	academy	program	
In order to adopt innovative technologies successfully, SMEs require new 

competences and trained employees, who are not easy to find in the labor market, 
compliance with standards and cybersecurity assurance. 

To address the mentioned challenges, BEinCPPS will: 

Ø Analyse the 5 BEinCPPS eco-systems to check how the certification and 
academy programs are done at the present time. 

Ø Benchmark the results of the analysis with criteria such as: link between 
education and industry, transversal skills, multidisciplinary skills, 
qualification certificate across EU, Etc... 

Ø Develop a proposition of certification and academy program in the 5 
BEinCPPS eco-systems, on the basis of the analysis performed. 

In order to assess the services that the RMDIHs are able to provide at present, a 
questionnaire has been shared among the 5 BEinCPPS RMDIHs’ project partners. 
The questions are reported below. 

 
Question n°1 - CPS for Manufacturing European Academy 

Describe training activities carried out inside the Innovation Hub or in collaboration with local 
universities dedicated to CPPS for manufacturing 

• What specific sector do they address? 
• What specific technology do they refer? 
• What level is required to students? 
• Are recognized these activities inside the Academic Curriculum? 
• Which are the Universities involved? 
• Which is the duration of the training activities and their scheduling? 

 

Please provide some objectives for this service, some of them must be reached during the 
innovation action, and the associated indicators to measure the progress 
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Question n°2 - CPS for Manufacturing Certification Program 

Describe activities carried out inside the Innovation Hub related to certification? 

 
• Are the technologies used in the experiments certified? 
• What is the object of the certification? (A product, a process, a service..?) 
• Is the Certification carried out against some recognized standard? 
• If yes, a national or international standard? 
• Which is the connection with CPS? 
• Do you have a certified lab inside the Innovation Hub? 
• Can you make an estimation of the cost of the certification? 

 

¿standards, certificate…? 

 

Please provide some objectives for this service, some of them must be reached during the 
innovation action, and the associated indicators to measure the progress 

 
Question n°3 - CPS Cyber-security frameworks (embedded device, networking, 

service) 

CPS are based on a continue data streaming among the elements included at each level, among 
the machine-factory cloud level. The protection and access control to these data is a crucial factor to 
reach the trust of the companies that approach our innovation lab 

Describe the services and facilities available to  
• Protect and encrypt data 
• Assure the proper access control systems 
• Implement Security and safety measure 

¿standards, directives, regulations…? 

 
Question n°4 - CPS for Manufacturing Labs & Experimental Facilities 

Describe experimental facilities included in the Innovation Hub 

 

 

5 Neutral	Experimental	Facility	set-up	and	Configuration	

5.1 Objective	

The objective is to set up experimental facilities in order to enable third parties to 
conduct experiments in neutral environments and prepare the future implementation 
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of BEinCPPS in other ecosystems. Toward this end, the BEinCPPS architecture will 
be applied to the demonstrators described below. 

5.2 Experimental	Facility	“SmartFactoryKL@DFKI”	

5.2.1 Description	

5.2.1.1 DFKI	and	SmartFactoryKL	

Founded in 1988, DFKI is one of the largest non‐profit contract research 
institutes in the field of innovative software technology based on Artificial 
Intelligence methods. DFKI is focusing on the complete cycle of innovation – from 
world‐class basic research and technology development through leading‐edge 
demonstrators and prototypes to product functions and commercialization. With sites 
in Kaiserslautern, Saarbrücken, and Bremen, the German Research Center for 
Artificial Intelligence ranks among the most important "Centres of Excellence" 
worldwide. An important element of DFKI's mission is to move innovations as 
quickly as possible from the lab into the marketplace. Only by maintaining research 
projects at the forefront of science, DFKI has the strength to meet its technology 
transfer goals.  

The research department Innovative Factory Systems (IFS) is one of the two 
departments involved in the BEinCPPS project. It has been active since 1998 in the 
field of ambient intelligence systems and user interface design for technical systems. 
With its SmartFactory Living Lab DFKI-IFS addresses and demonstrates ICT 
innovations in manufacturing-related processes. The DFKI and SmartFactory were 
one of the initiators and main promoters of Germany’s “Industrie 4.0” High-Tech 
Strategy.  

The SmartFactory demonstration platform is unique in Europe and establishes a 
big network of industrial and research partners, which implement together innovation 
projects ranging from evaluation of base technologies to the development of 
marketable products. As a best practice example for such a collaboration activity, 
under the coordination of DKFI and SmartFactory several ICT-based productions 
lines were built up. Currently, the SmartFactory-Network consists more than 40 
members that are industrial enterprises or research facilities, among others automation 
technology providers as Bosch Rexroth, Cisco Systems, Festo, Harting, 
Hirschmann/Belden, Johnson Controls, Lapp, Phoenix Contact, proALPHA, Siemens, 
Softing, TÜV Süd, TE Connectivity, unipo, Wipo Systems, Wipotec, Wittenstein, etc. 

Furthermore, DFKI will exploit its demonstration and research platform, 
SmartFactory, to assess and validate the advance manufacturing solutions, developed 
in the project. 

5.2.1.2 Demonstrators	

In the living lab SmartFactoryKL are approx. 7 demonstrators showing cutting-
edge technologies for production environments located. They are based on research 
results from several national and European funded projects as well as demonstrators 
build up by industry and covering their requirements. These demonstrators use 
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technologies like Cyber-Physical Systems, Plug’n’Produce, Augmented and Virtual 
Reality as well as paradigms like horizontal and vertical integration. They are applied 
to use cases in production.  

One of the chosen demonstrators for experiments within the BEinCPPS project is 
the 1st vendor independent Industry 4.0 production plant. This production plant 
consists out of several modules, which can be exchanged and rearranged during 
runtime. By this, the production plant is highly changeable and able to produce 
individualized business card holders in lot size one.  

The intelligent ENGRAVING module from Festo uses RFID technology to 
initialize the digital product memory of the business card holder with a production job 
during the process. The production job is loaded from the web server of the 
superordinate ERP system via HTTP protocol by means of a specially developed web 
client. An individual engraving is applied via a CNC engraving control system in 
accordance with the product memory. As a preliminary stage of cyber-physical 
systems, the magazine modules of the Festo module are equipped with compact 
CODESYS controllers (effectuators) and an Ethernet interface for full functionality 
and self-diagnosis. 

Another module is provided by Bosch Rexroth. It affixes a retaining spring to the 
plastic base. With Open Core Engineering, Rexroth is building a bridge to the world 
of IT and simplifying horizontal and vertical networking. It encompasses the 
complete range of functions of smart devices for commissioning, operation and 
diagnosis right through to integration in IT processes. The Business Rules 
Management components of the Bosch IoT Suite were added to the module in 2015. 
Based on Open Core Engineering, it is possible to link machine events with IT 
processes by means of rules and services. The results are displayed on the module via 
a multi-touch display. 

The central assembly of the two housing parts takes place in the FORCE FITTING 
module from HARTING. The base plate with mounted bracket is assembled with a 
cover in one of two colours as desired by the customer. In the HARTING module, a 
robot positions the cover on the base plate and force-fits the two parts together.  

By using Cyber-Physical Systems, modules can be attached belatedly and are 
seamlessly integrated into the production process. E.g. a ROBOT MODULE can be 
attached to the FORCE FITTING module to enhance product variety by providing 
different colours of covers.  

The infrastructure boxes are the backbone of the modules. All boxes supply the 
modules with compressed air, high-voltage current and Industrial Ethernet and 
connect them to the emergency stop circuit in order to guarantee communication for 
providing functional safety. Besides, they connect the modules with other IT-systems. 
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Figure 17. Neutral, vendor-independent Industry 4.0 demonstrator 

 

5.2.2 Activities	performed	so	far	

The following activities have been performed to set-up, configure and perform 
additional experiments in neutral CPS experimental facilities: 

5.2.2.1 Choice	of	the	demonstrator:		

Based on the architecture defined within the project, possible demonstrators and 
use cases have been discussed and concepts for the realization have been developed. 
As there is an existing environment that now has to be updated with a new 
architecture and existing software components, the identification of a suitable use 
case involved many technical problems and risks.  

As a result, the above mentioned demonstrator has been selected. Due to the usage 
of free and open as well as widely accepted communication protocols like OPC UA 
and MQTT, the implementation is less risky and closer to real environments in SMEs 
as in other demonstrators. 

5.2.2.2 Definition	of	the	architecture:	

After choosing the demonstrator, the final architecture for the experiments has 
been deepened. For this, especially interdependencies between existing and future 
components needed to be examined. Smaller prototypes helped to evaluate feasibility 
of certain software combinations.  
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FITMAN DyVisual is one of the chosen BEinCPPS architecture components 
which will be implemented into the existing demonstrators. FITMAN DyVisual 
allows fast synchronization of virtual world scenes for both editing time and 
simulation time. It supports real-time interaction between clients on different devices 
(workstation, mobile, etc.). It can be easily extended and customized to include 
application and use case specific functionality. The Dynamic Visualization and 
Interaction (DyVisual) is based on the FiVES implementation of the FI-WARE 
synchronisation GE. In the context of FITMAN, DyVisual will be used for 
synchronising and visualising use case specific events triggered by the DyCEP SE. 
The visualisation infrastructure combines several GE implementations, with FiVES as 
multi-user synchronisation framework, including KIARA as transport layer and 
XML3D as web-based 3D visualisation approach for the DyVisual web-clients. Other 
client frameworks can be supported by implementing the required client plugins.1 

For the implementation of FITMAN DyVISUAL, the BEinCPPS architecture as 
well as the existing demonstrator need to be reconfigured. Figure 2 visualizes an 
overlay of the existing architecture and the components defined in BEinCPPS. Figure 
3 is a deeper view into the communication flow between the integration bus and 
FITMAN DyVisual, which includes sub-components on each side. 

As a result of this step, the should-be architecture has been defined. Feasibility of 
certain interactions has been approved and alternatives checked.  

 
Figure 18. BEinCPPS architecture applied to given environment 

                                                
1 See http://catalogue.fitman.atosresearch.eu/enablers/dynamic-visualisation-and-interaction-
dyvisual 
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Figure 19. Internal architecture of FITMAN DyVisual and Integration Bus 

 
5.2.2.3 Setting	up	demonstrator	

As a next step, the implementation of the BEinCPPS architecture can be done. 
Steps which have been performed or are ongoing are: 

1. Integrate FITMAN DyVisual and its sub-components into the existing 
network and configure it. Due to a high amount of dependencies, this task 
required a lot of configuration and testing until it worked properly. 
 

2. FITMAN DyVisual can visualize models in a browser. For this, a CAD model 
of the demonstrator has been created and imported into FITMAN DyVisual. 
Figure 4, 5 and 6 give impressions of the visualization of the modules. 
 

3. The integration bus needs to be connected to FITMAN DyVisual in order to 
forward status information. A MQTT Listener is currently under development 
to fetch MQTT messages from the integration bus and automatically forward 
them to FITMAN DyVisual. 
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Figure 20. 1st example of the demonstrator model displayed in FITMAN DyVisual 

 

 
Figure 21. 2nd example of the demonstrator model displayed in FITMAN DyVisual 
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Figure 22. 3rd example of the demonstrator imported into FITMAN DyVisual 

 

5.3 Future	steps	

As a next step, the MQTT Listener module needs to be implemented and tested to 
automatically update status updates from the demonstrator in FITMAN DyVisual.  

After this, both party – FITMAN DyVisual and the real demonstrator - can be 
connected. Testing and debugging will be part of this step before the initial setup can 
be regarded as finished.  

As this first version only publishes a limited amount of variables from the system, 
future iterations will integrate more and more information into FITMAN DyVisual. 
Furthermore, other BEinCPPS components will be regarded and their feasibility of 
integration will be checked.   

Besides, SmartFactoryKL is part of the first open call and thus is going to conduct 
experiments. For this it is not only required to provide a demonstrator, but also to 
support the 3rd party in doing their experiments.  

 

6 Conclusion	
The present deliverable reports: i) the methodology developed to establish a 

Regional Manufacturing Digital Innovation Hub in CPS/IoT; and ii) the work 
undertaken to create new services to provide to manufacturing SMEs in order to help 
them in migrating toward CPPS. 

The steps that will be performed in the next period of the project are listed below. 
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Concerning RMDIHs, the methodology will be applied in the 5 Vanguard regions 
covered by the project. Lesson learned will be collected in order to refine the 
methodology. Afterwards, testing and validation of the RMDIHs’ business models 
will be performed. 

Concerning the TRL and STEEP driven methodology, the questions reported in 
section 3.3 will be distributed among project partners in order to identify the main 
aspects to take into consideration in each domain. After that, a questionnaire for 
assessing SMEs’ readiness for CPPS will be finalized and, then, tested in each of the 
5 regional ecosystems. 

Concerning the certification and academy program, information on the topics will 
be collected in each RMDIH by means of the questionnaire reported in section 4. 
Then, answers will be analyzed in order to build a catalogue of related services to 
offer to manufacturing SMEs.  

Finally, further implementation and testing activities will be performed in the 
experimental facilities during the next period of the project. 
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